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Broader Impact
• Education --- engagement of undergraduate students through honors projects; professional MS students developing software

prototypes and testbed; curriculum integration through PIs’ courses at CMU.
• Outreach --- outreach and hands-on experience through CMU Summer School programs; recruitment of female PhD students and

underrepresented groups through the GEM Fellowship program.

Key Objectives: A cross-layer approach to secure distributed computation and learning in wireless
P2P IoT type settings, with heterogenous, mutually-distrusting entities.
•Algorithmic Resilience -- Develop fully distributed secure algorithms with performance

guarantees, well beyond algorithmic level Byzantine tolerance that is mostly limited to coordinated
computational architectures.

•Hardware-based Authentication -- Develop scalable protocol-agnostic wireless fingerprinting
based authentication mechanisms for protection against broader classes of attacks such as Sybil
attacks.

• Integration of complementary algorithmic and hardware-based mechanisms and demonstration
on a campus-scale wireless testbed (SensorAndrew).

Award ID#: CNS-1837607 

Key Findings
• Resilient distributed computation algorithms for general machine learning tasks with multimodal

streaming data over arbitrary, possibly sparse, communication networks.
• A neural network based wireless fingerprinting solution for anomaly detection, specifically in the

context of Sybil attacks.
• A framework for cross-layer integration of resilient approaches and a proof-of-concept testbed

consisting of a network of LoRaWan devices performing distributed ML tasks.
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