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This project seeks to make CNC machining safer and more secure by applying modern programming language, operating
systems, networking, and cryptographic techniques to Gcode programs and their management.
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Focus on Gcode, since all tools produce it .
Rather than rely on a cloud infrastructure, we allow CNC systems

to securely and safely offload computation to local servers (e.g.,
for checks or optimizers) using web assembly.

Historically, real-time and embedded systems have
completely trusted applications: explore interactions of
real-time with security and isolation.

Broader Impact: Domain Broader Impact: Education Broader Impact : Quantify

Machining is fundamental to all As part of this grant, we have designed Due to COVID-related shutdowns at the
manufacturing. a new cyber-physical systems course university, we have not yet been able to
Improving the security of these systems  Sequence which is now an alternative hold the hands-on workshops we
addresses a major cyber-physical systems path within the CS major. intended, or to test our techniques on
security hazard and improves efficiency. CNC systems. We are planning to do so

in the next reporting period.
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