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Challenge:

*Industry 4.0 Is increasing the

attack space for manufacturing

systems

*Product design, performance,
and/or overall quality can be
targeted with attack

* [raditional quality control not
designed for attack detection

Solution:

*Develop taxonomy of attacks
to understand problem

*Build modeling tools to
perform vulnerability
assessment for manufacturing
systems

*Creation of process monitoring
techniques for attack detection

#1446804,

Virginia Tech, Vanderbilt University,
Western Michigan University

cbwill@vt.edu

Assessment

Baseline

m o) o) » > >
W N - W <) =
-
S
[=]
2]
@

bl -
®

: HHNEEENE
o, 3
- L

”

-~
(1]

o

o

Il

o

a

8 "'—‘—4‘....

=S

o

M d I .
- @+ % I W oz N & 1 @ < K o
Impeller Base

Manufacturing Security

>

Step: ProcessStep - ..

LLLLL

N
-
(=]

N
w
(=]

N

5
o
N
o —

aaaaaaaaaaaaaaaaaaa

00000

AAAAAA

AAAAAA

Scientific Impact:

*|dentification of cyber-physical
vulnerabilities in manufacturing

*Modeling tool to inform
decision making for
interconnected MFG

Novel side-channel detection
INn machining and AM

Broader Impact:

*Development of industrial
standards incorporating CPS

*Cyber-Physical Security for
Aerospace Manufacturing
Workshop on next-generation
cyber-physical security
defense and quality control
considerations

eDissemination of CPS for

manufacturing to various
industry OEMs



