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Cyber-Physical Security

Real-World Threat

 Example: Stuxnet malware
— Compromises HMI server (4 zero-day exploits)
— Intercepts the PLC code upload
— Uploads malicious controller code on PLC instead
— Replays a normal operational status on HMI screen
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Controller Rootkit (NDss’17)

Real-world Attack Demo
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Maliciously functional firmware modification vs. BlackEnergy3’s firmware corruption.

Provide stealth in highly dynamic environments vs. Stuxnet’s sensor data record-and-replay.



Solution and Findings (ccs’17, NDss’14)
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 TechTransfer: with Siemens 2015-present Rutgers University
— To integrate code verification
in PLC code development IDE A

e Education activity examples:
— CreaTECH workshop for SWE 2017




