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Challenges of Timing Attacks
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* Analyze the impact of timing aberration on system-level
properties, e.g., safety, performance, robustness.

Scientific Impacts

B2. Cross-Layer Timing Analysis for Timing Attacks

+ Correlate system-level timing with local timing changes. * Discover timing-based attack and threat models. * Address little-studied timing attacks and design
 Develop cross-layer methodologies for analyzing the secure CPS in critical sectors, e.g., automotive,
Thrust C: Cybersecurity and Control-based Defense impact of timing attacks on system properties. transportation, industrial automation, robotics.
+ Develop run-time mitigation techniques and design- * Enable close collaboration with industry and explore
* Design of protocols that are robust to timing aberration. time protection strategies for timing attacks. ootential technology transfer.
 System adaptation for improving r.esilience to.timing attacks. . Provide insights to address robustness under general * Integrate findings into Northwestern and UCR
System level control-based detection mechanisms. timing variations. curriculum. Extend to K-12 through Lego Mindstorm.
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