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• On the Numenta Anomaly 
Benchmark, HTM scores 
64.71, beating the state-of-
the-art deep-learning (49.38) 
and statistical (61.06) 
methods.

• HTM is more robust to noise 
than other methods

• HTM can learn and perform 
well from a single pass while 
LSTM requires 1000 epochs.

• 88.07% average random base classification accuracy. 
• Robust to common noise in the environment.
• Postprocessing tools (e.g., BLAST) compensate for errors.
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Results

Methodology

Overview

Broader Impact
• This work raises awareness among the 

bioengineering community to consider the 
possibility of a new set of attacks against the 
confidentiality of DNA synthesizers.

• Similar attack methods could potentially be 
used to breach the confidentiality of other 
information sensitive bioCPS tools.

• We show the potential for a government 
agency to non-intrusively monitor the 
synthesis of DNA by malicious parties to 
prevent large scale bioterrorist attacks.

In this project we propose and implement a
novel, acoustic side- channel attack
methodology on DNA synthesizers to steal the
type and order of the bases which are
synthesized. This vulnerability can lead to the
theft of intellectual property and financial loss.

DNA Synthesizer Use Cases:  Crop 
optimization, drug discovery, medical treatment, 
data storage, etc.
Security Concerns: bioterrorism, confidentiality 
of  synthesized DNA.
Key Observations: Solenoid valves and fluid 
pipes (which generate acoustic noise) are in 
asymmetric spatial locations inside the machine.
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Overview

Broader Impact

In this project we propose a method of performing
online, real-time anomaly detection algorithm for
the predictive maintenance of manufacturing
systems using Hierarchical Temporal Memory
(HTM), inspired by the human neocortex.

Experiments: We evaluate our methodology at preemptively detecting real-world bearing failures and 
synthesized 3D printer failures from vibration data.
Anomaly Detection: anomalies manifest in sensor data before component failures occur. 
Challenges: bearing vibration signals are non-stationary, making statistical methods ineffective. Noise is also 
significant in manufacturing environments. Typical solutions are also domain-specific and not generalizable. 
Benefits of HTM: efficient online learning, robust to noise, generalizes across applications without fine tuning

• HTM is a practical solution for real-world 
predictive maintenance as it is domain 
agnostic, robust to noise, and can learn 
efficiently and continuously on consumer 
hardware. 

• HTM is able to effectively model non-
stationary signals from complex multi-axis 
systems such as the 3D printer, which are 
conventionally difficult to model.
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