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The trillion sensor challenge

Stanford University
October 23-25, 2013

5 Billion people to be connected by 2015
(Source: NSN)

 / trillion wireless devices serving 7 billion
people in 2017 (Source: WWRF)

— 1000 wireless devices per person?

[Courtesy: Niko Kiukkonen, Nokia]




General Electric’s Industrial Internet

Industrial internet:

Pushing:the:Boundaries
of Minds:and Machines




General Electric’s Industrial Internet ‘Penn
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The Swarm

Cisco report: 10T creates $14.4T value at stake until 2022




Gartner Hype Cycle »‘ PGI]I]

UNIVERSITY of PENNSYLVANIA

expectations

Intemnat of Things ‘
4 Natural-Language Question Answerng
SDeewﬁSpeech Tfavns'_:‘aum e a’gg':sﬂ‘::ggg?ﬁ% 0
onom;u':a:A;es Cryplocurrencies
BOrS Complex-Event Processing
Data Saence O 9‘9 Dsta
Prescripive Analics ¢ & In-Memory Database Management Systems

Neurobusingss D Content Analylics

Blochips

9 Hybrid Cloud Compubing
Gamification

Augmeanted Realdy
Machine-to-Machine

Affective Compuling
| SmantRobols
3D Bioprinting Systems

Speech Recagnilion
Consumer Telematics

Volumeattic and Hologsaphic Displays 3D Scanners
Sofware-Defined Anything SO AN
Quantum Computing 4
Human Augmentation /g o, 3nfied Seit Mg T Enfemoee D FYintng
Brain-Computer Interface Activty Streams
ConngctetdHome In-Memory Analytics
Cloud CUmpzn;ag Gesture Control
Virtual Personal Assistants g A\ Vinual Real
Digital Securty N man Workspace ity
Blgacoustic Sensing A
' As of July 2014
Innovation Peak of Trough of Plateau of
Trigger Ex% Disillusionment Slope of Enlightenment Productivity
time »
Plateau will be reached in: obsolete

Olessthan 2years ©2toS5years @5to10years A morethan 10years @ before plateau




TerraSwarms: Swarm at the edge of the cloud

What it is:

The TerraSwarm Research Center
is addressing the huge potential
(and associated risks) of
pervasive integration of
smart, networked sensors
and actuators into our
connected world.

The Goal

To lead the world in

development of the The Cloud

platforms, methodologies, The Mobiles

and tools that enable invention The Swarm

of creative, secure, and sound
applications using networked

sensors and actuators.
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Research Challenges — Device level

Low power energy management, novel sensors

Connect to circuits people, MEMS, sensors

Energy-aware estimation and control

Use energy wisely as needed, energy harvesting
Hardware security and privacy at device level

Energy impact of security, cost of security

Machine learning with safety at device level

Safe learning, learning for safety
Blending learning with formal methods
Prove correctness in unknown environments/models

Safety of autonomous systems

Safe deep learning? Explainable?




Research Challenges —Connectivity level

Edge (fog) computing

Balance of local computing to cloud computing

Bandwidth for seven trillion devices

Opportunistic, adaptive, reconfigurable connectivity

Discover and exploit services, time synchronization

Distributed control, estimation, learning over large networks

Connect to network science, cross-cutting

Network security and privacy

Resilient networks, secrecy, etc

Programmable cross-device abstraction model

What is the operating system? TCP/IP?

Programming across heterogeneous devices/robots
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Research Challenges —Cloud level

Physical data

Big, real time, dynamic (space and time) but physical

Data driven learning/optimization/control

Not enough time to create accurate models, active learning

Scale & scaling laws

Linear operations are slow, sublinear operations

Data to information

We are interested in functions of the data

Security and privacy in the cloud

Differential privacy, homomorphic encryption, trusted cloud

Dependable Cloud with real time guarantees

Not necessarily for fast closed loop control, but for monitoring




Research Challenges — Cross cutting challenges

loT Architecture

Distribution of computation, control, learning, security

Cross cutting design methodology (cloud/edge/device)
Models & Abstractions

Heterogeneous System of Systems, models of computation for loT

Dynamic composition of device services (sensing/control)
Rigorous design and analysis tools
Formal methods for the loT engineer, specification languages

Security and privacy

Holistic co-design across layers, trust management

Human interactions

Human sensors, interactions with a swarm of robots, information overload




Educational Challenges — loT curriculum

Devices :

Connectivity:

Cloud:

Electives:

How do we educate the 215t century loT engineer?

Low power circuits, sensing & actuator,
embedded systems, control systems, real time
computing, robotics, signal processing,

formal methods, heterogeneous systems

Sensor networks, real time networks, software
defined networks, network security, distributed
systems, network science, information theory,
5G wireless

Data science, machine learning, optimization,
data-driven control, privacy, algorithms,
cloud computing, cloud security

Application domains




