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Internet of Things (IoT) 



The trillion sensor challenge 



General Electric’s Industrial Internet 



General Electric’s Industrial Internet 



Industrial buzz  

Cisco report: IoT creates $14.4T value at stake until 2022   



Gartner Hype Cycle 



TerraSwarms: Swarm at the edge of the cloud 



Emerging IoT architecture 
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Qualcomm Life 



Research Challenges – Device level 

Low	power	energy	management,	novel	sensors	
	Connect	to	circuits	people,	MEMS,	sensors	

Energy-aware	esCmaCon	and	control		
	Use	energy	wisely	as	needed,	energy	harvesCng	

Hardware	security	and	privacy	at	device	level	

	Energy	impact	of	security,	cost	of	security	

Machine	learning	with	safety	at	device	level		
	Safe	learning,	learning	for	safety	

Blending	learning	with	formal	methods	
	Prove	correctness	in	unknown	environments/models	

Safety	of	autonomous	systems	
	Safe	deep	learning?	Explainable?		

		

		

	

	 		



Research Challenges –Connectivity level 

Edge	(fog)	compuCng	
	Balance	of	local	compuCng	to	cloud	compuCng	

Bandwidth	for	seven	trillion	devices	

OpportunisCc,	adapCve,	reconfigurable	connecCvity	
	Discover	and	exploit	services,	Cme	synchronizaCon	

Distributed	control,	esCmaCon,	learning	over	large	networks		

	Connect	to	network	science,	cross-cuPng		

Network	security	and	privacy	
	Resilient	networks,	secrecy,	etc	

Programmable	cross-device	abstracCon	model	
	What	is	the	operaCng	system?	TCP/IP?	

	Programming	across	heterogeneous	devices/robots	

		

	 		

		

	

	 		



Research Challenges –Connectivity level 



Research Challenges –Cloud level 

Physical	data	
	Big,	real	Cme,	dynamic	(space	and	Cme)	but	physical	

Data	driven	learning/opCmizaCon/control	
	Not	enough	Cme	to	create	accurate	models,	acCve	learning	

Scale	&	scaling	laws	
	Linear	operaCons	are	slow,	sublinear	operaCons	

Data	to	informaCon	
	We	are	interested	in	funcCons	of	the	data	

Security	and	privacy	in	the	cloud	

	DifferenCal	privacy,	homomorphic	encrypCon,	trusted	cloud	

Dependable	Cloud	with	real	Cme	guarantees	
	Not	necessarily	for	fast	closed	loop	control,	but	for	monitoring	

	

		

	

	 		



Research Challenges – Cross cutting challenges 

IoT	Architecture	

	DistribuCon	of	computaCon,	control,	learning,	security	

	Cross	cuPng	design	methodology	(cloud/edge/device)	

Models	&	AbstracCons	
	Heterogeneous	System	of	Systems,	models	of	computaCon	for	IoT	

	Dynamic	composiCon	of	device	services	(sensing/control)	

Rigorous	design	and	analysis	tools	

	Formal	methods	for	the	IoT	engineer,	specificaCon	languages	

Security	and	privacy	
	HolisCc	co-design	across	layers,	trust	management	

Human	interacCons	

	Human	sensors,	interacCons	with	a	swarm	of	robots,	informaCon	overload	

		

	 		

		

	

	 		



Educational Challenges – IoT curriculum  

How	do	we	educate	the	21st	century	IoT	engineer?	

Devices	:	 	Low	power	circuits,	sensing	&	actuator,	 	
	 	embedded	systems,	control	systems,	real	Cme	
	 	compuCng,	roboCcs,	signal	processing,	
	 	formal	methods,	heterogeneous	systems	

ConnecCvity:	 	Sensor	networks,	real	Cme	networks,	so]ware	
	 	defined	networks,	network	security,	distributed	
	 	systems,	network	science,	informaCon	theory,	
	 	5G	wireless	

Cloud:		 	Data	science,	machine	learning,	opCmizaCon,	
	 	data-driven	control,	privacy,	algorithms,	
	 	cloud	compuCng,	cloud	security	

ElecCves: 	ApplicaCon	domains	

	

		

	 		

		

	

	 		


