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Relationship between average increase in 
optimal cost and number of links removed for 

multistage stochastic problem with delays 
where average is taken over 10,000 random 

stochastic systems
Number of stages: 7, single agent optimization

Scientific Impact: 
• Laying a foundation for design of 
next generation of secure systems

• Delay and performance tradeoff—
can be used to enhance security of 
communication links

• Future work: develop dynamic 
cryptographic keys

Solution: 
• Model: Stochastic team with 
asymmetric information

• Compute optimal policy of the team 
by reducing the problem to a convex 
optimization problem

• Extend optimal policy to dynamic 
teams with delay

• Study the relation between 
performance degradation and 
removal of communication links

Challenge: 
• Optimal decision making with 
incomplete information

• Update optimal policy in case of an 
interrupted or jammed link

• Identify critical and redundant links 
for security and better utilization of 
limited bandwidth

Broader Impact: 
• Identified how to decentralize 
to best utilize communication 
resources

• Trained several undergraduate 
students through capstone 
projects; trained one MS 
student; hired a PhD student

• Mentored one high school 
student on ill-effects of cyber-
attacks on control systems

• Increased awareness about 
cyber-threats by conducting 
group meetings
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Presentation Notes
CPS is a multi-disciplinary program, and PI Meeting attendees include academics, industry professionals, government representatives, and others with wide-ranging expertise. Building continuing support for the CPS program and growing the CPS community requires that we convey the essence and broader impacts of CPS-funded research to diverse stakeholders in a clear, concise, and visual way, quantifying impacts where possible.  The summary should be understandable by the broader CPS community– those who know CPS, but aren’t in your specific domain. Use this template as a guide to prepare your project abstract, poster, video, and presentation (if you are invited to give a project presentation). This template is only a guide in which you can use your own graphics but are encouraged to address the topics requested at a minimum.For all PIs invited to present, please prepare 1-2 slides addressing the topics identified. Consider including your graphic on a separate slide if space is a concern. These slides may be used to promote the program both within and outside NSF. For project abstract, posters, and videos, please prepare one page for each.      
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