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Broader Impact - Society
We developed free, open source tools and datasets that will aid in a more
efficient and accurate cybercrime investigation and malware analysis.
• Droidscraper – https://github.com/apphackuno/DroidScraper.git
• OAGen – https://github.com/apphackuno/OAGen.git
• Datasets (to be released) - 5600 process memory images, 1400

heapdumps, 100 object allocation graphs

Broader Impact - Education
• Trained 1 graduate and 6 undergraduate students
• Workshop at WiCyS 2021 - “Android Reverse Engineering”
• Workshop at ACM CAPWIC - “The Basics of Mobile Malware Analysis”

Cybercrime Investigations
Droidscraper is a tool for android in-memory object
recovery and reconstruction that targets the new Android
runtime (ART).

OAGen a post-execution and app-agnostic semantic analysis
approach designed to help investigators establish provenance
and relationships between in-memory objects.
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Abstract - In this research, we developed multi-faceted utilities for investigating Android applications
leveraging userland in-memory artifacts. The research addresses the limitation of existing app-
specific and malware analysis techniques by introducing a novel app-agnostic memory forensics-
based approach.
• Task I – tools for the recovery, reconstruction and semantic analysis of the in-memory artifacts.
• Task II – leveraging the in-memory artifacts for malware analysis and categorization using neural

and non-neural networks algorithms.
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Network Analysis Malware Categorization using Machine Learning

Semantic Analysis Algorithms
• Path exploration
• Context determination
• Object Scope Search 

Points-to Analysis

Malware Analysis
Leveraging memory forensics for malware analysis 
and Categorization.


