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Challenges: Scientific Impacts:
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framework
Solutions: . 9
_______ — b‘}?r‘c‘r:frf“‘|“‘d“‘1"ff"fa‘t“ 2. BPUsim: , result app
S - B} s==t 1 e New fast simulation framework based S =
sl m—n——— e & T 5
T ST H(b B on Intel PT to collect extra-long traces 2 021 |z
o \ e st from live real-world applications $ 2ol |G
------- g [ 4 e | ffsat bS] secret token src > dst) : : S - 2
e | * Integrated with Linux perf for 3 =S| 18
presmemnes e e . . . . Q\)' 'E o x
o ranches int.src (.1 decoding, simulation and prototyping > o 3
ult BTB in virtual memory >TBTB Q.
:  Baseline BPU design based on =
Safe BTB design based - 4es18 \
on secret token reverse-engineering of Intel CPU &
 (Can be used for other BPU studies i
1. Secure TOken BPU dESign: Combinded Thresholds Test BPUSim
PY Secu re TO ken ST a SS| ned tO Softwa re B DIR_HIT_NT_NORMAL @B DIR_IH;';TQTQRHCI’?HI\IJTO_ sﬁzLMAL D_TARG_HIT_NORMAL
(ST) assig m LTARG_HT_ 3. Workflow:

entity (process, kernel, sandbox) . Securitv analvsis to
ST customizes data storage in BPU Y Y
structures, controlling sharing/reusuing

formalize attack model
. . e Automate design based
 Actively monitoring BPU events to 5
on these parameters

deteCt aCtive attaCk to prevent ST 85000,17000 65000,13000 45000,9000 25000,5000 5000,1000 1000,250 .
 Performance analysis and

re COVE ry Eviction/Misprediction Thresholds ] ]
Performance Overhead further parameterization

Normalized Hit Rate

Impact on society: Education and outreach: Quantify potential impact:

1. Contribute to future secure CPU 1. Integrate lessons from safe BPU 1. Billions of devices are vulnerable
microarchitectures protected design into graduate and to Spectre and BPU side channel
from both known and future undergraduate computer attacks
attacks security courses at William & 2. Existing protections have high

2. Safe shared HW design Mary (up to 30%) performance
methodology applicable to 2. Provide students with hardware overhead
other HW attacks, reverse-engineering, 3. Secure-by-design BPU will

3. New open-sourced performance secure hardware design and reduce cost and protect against
evaluation tools simulation background future attacks
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