
Ø Unlike the single/random/multiple cyber attacks, coordinated
cyber attacks target multiple utility facilities simultaneously,
making a serious impact on a distribution system.

Ø Mitigation method: Integrated underfrequency load shedding
strategy (UFLS) and advanced multi-agent controllers to provide
the fast response required of DER units.

Ø A cyberattack can put a distribution system under stress due to
changes in its topology or forced disconnection of DER units.
This in turn may deteriorate the performance of the controllers
and lead to deviation of the system variables, e.g., frequency,
voltage, and power, from their reference set points.

Ø We propose an auxiliary control method, to be augmented to
MAS, called SSPACE (smooth set point automatic adjustment
with correction enabled) as shown in the diagram below:

Ø SSPACE temporarily changes the system set point in anticipation
of a tracking error. Figure below shows the results:

Ø

Ø An important concern in applying the proposed control and 
UFLS algorithms is to ensure all possible dynamic trajectories are 
feasible, i.e., dynamics stay within their limits.

Ø We propose to use a powerful numerical technique called 
reachability analysis, a branch of optimal control theory, to study 
how states transition between the initial and final conditions as a 
result of unknown but bounded disturbances resulting from 
IMD adjustments and/or probabilistic component failures.

Ø The overarching research goal of this proposal is to 
design a new comprehensive methodology for 
cybersecurity monitoring and mitigation in systems 
with a multitude of dynamical devices that are 
prone to cyberattacks 

Ø To demonstrate the performance of our proposed 
algorithms, we study their application for an 
electric power distribution system as a critical 
cyberinfrastructure, which includes substations, 
feeder devices, and smart meters. 

Ø If this project is successful, it will result in a new 
vision for the next generation of cyber-enabled 
distribution systems. It will also address the 
increasing need for technologies to secure the 
power grid due to the growing sophistication of 
computer hacking and helps U.S. utilities, which 
already spend between $1M to $10M annually on 
cybersecurity, to meet the North American Electric 
Reliability Corporation (NERC) requirements. 

Ø The intellectual merit of this exploratory research 
project lies in the design of algorithms and theories 
to detect cyberattacks and mitigate their impact at 
the distribution system level. 

1. PROBLEM STATEMENT

CPS: Small: Collaborative Research: CYbersecure Distribution 
systems with power Electronically interfaced Renewables (CYDER)

3. RESILIENT CONTROLS AND METHODS

Ø Detection of cyberthreats on the distribution 
system;

Ø Mitigation of and response to cyberintrusions 
especially with power electronically interfaced 
renewables via multiagent-based algorithms; and

Ø Preparing the next generation of cyber-aware 
engineers. 

Ø Our objectives contribute mainly to the Science of 
CPS, with our validation efforts, including testbeds, 
contribute also to Technology for CPS.

2. OBJECTIVES

4. COORDINATED CYBER ATTACKS
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AMI: Advanced metering infrastructure
AS: Automated switch
CBC: Capacitor bank controller
DAS: Distribution automation system
MDMS: Meter data management system

DER: Distributed energy resource
DMS: Distribution management system
FDIR: Fault detection, isolation & restoration 
FR: Feeder remote terminal unit
IVVC: Integrated volt-var control

RL: Relay
RT: Router
RTU: Remote terminal unit
S: Server
SI: Smart inverter
SM: Smart meter
WSC: Wind power controller

Batt: Battery
D: Data collector
F: Firewall
H: Human machine 
interface
IC: Intelligent controller
IED: Intelligent electronic 
device

Proposed Cyber Model of Distribution System

Shaking	
sensor	report

Unknown	
connection	

Firmware	
modification

Unknown	
application

High	
temperature	

Unexpected	
off-line

Data	R/WReconnection	

Data	buffer	
full

Low	
processor	

performance

Data	
spoofing

Flooding
attack

Eavesdropping

Anomaly	event
Attack	type

Smart	meter
a b

cd ef

g
h i

jK

L

M

Network
Scanning

a

Port Scanning
b

Reconnecting
c

Firewall 
activity

d
Firewall 
disable

e

Unknown 
login

f

File 
manipulate

g
Access 

secured file

h

Data/command 
injection

i

False data 
injection

j

Circuit 
breaker open

k

Distribution	substation

TFPG Model for AMI and Substations 

Machine Learning Based Detection Algorithm 

!	𝑐𝑙𝑎𝑠𝑠1, 𝑖𝑓	𝑔, 𝑥 > 0	𝑎𝑛𝑑	𝑔2 𝑥 < 0	
	𝑐𝑙𝑎𝑠𝑠2, 𝑖𝑓𝑔, 𝑥 < 0	𝑎𝑛𝑑	𝑔2 𝑥 > 0

• Classification Problem:

• Decision Function:
!	𝑐𝑙𝑎𝑠𝑠1, 𝑖𝑓	𝑔, 𝑥 > 0	
	𝑐𝑙𝑎𝑠𝑠2, 𝑖𝑓𝑔2 𝑥 > 0	


