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THE DREAM…

https://www.quantamagazine.org/formal-verification-creates-hacker-proof-code-20160920/
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• Satisfy certification objectives?
• Maybe (see DO-333)

• Eliminate testing?
• Some, but not all

• Be the most trusted source of aviation and high-integrity solutions in the world?
• Definitely!

W H Y S H O U L D  C O L L I N S  A E R O S PA C E  C A R E  A B O U T 
F O R M A L M E T H O D S ?
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By analyzing requirements, models, and software early 
in the development process, we can eliminate defects, 
reducing costly rework and even more costly escapes.  
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• To reduce costs
• Automation of tedious reviews and testing that 

humans are terrible at anyway
• Reduce cost of rework
• Reduce cost of escapes

THE REAL REASON WE WILL USE 
FORMAL METHODS
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THE REAL REASON WE WILL USE 
FORMAL METHODS 
• To reduce costs

• Automation of tedious reviews and testing that 
humans are terrible at anyway

• Reduce cost of rework
• Reduce cost of escapes

(Undetected design error that compromises safety)
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F M@ CO L L I NS  :  SUCCESSES
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T U R N S T I L E  /  A A M P 7  /  S E L 4

DO IT ONCE

• Large, sustained effort by formal 
methods experts to produce a product 
or other reusable artifact 

• AAMP7G microprocessor with 
intrinsic partitioning

• Turnstile cross-domain guard
• GH Integrity certification
• seL4 microkernel 

(Data61, FoC)
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Gryphon
Translator / Model Checker
for Simulink

787 Display
Window Manager

G R Y P H O N  /  F S V

DO IT LOTS

• FM tools usable by SW developers
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Model Checkers:
NuSMV, Prover, 
BAT, Kind, SAL

Theorem Provers: 
ACL2, PVS

Programming 
Languages:

SPARK (Ada), C

  

PFD EICAS MAP … PFD EICAS MAP … 

WM WM 

Window Manager 
Display Application 

UTAS / UTRC
Formal Specs Verifier (FSV) for Formal Verification

Simulink/STATEFLOW
Model Layer

Transformation
Layer

Model Checking 
Layer (nuXmv)

Full MATLAB API-
based Model Parsing

Intermediate 
representation 

processed by Formal 
Model Formulation

Intermediate Formal 
Model Optimization

Full traceability between 
source and formal 

model

State-Of-The-Art
Optimized Portfolio of 
Verification Engines
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C E R T I F I C AT I O N  T O O L S  F O R  C O M M E R C I A L  AV I O N I C S

DO IT LOTS
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Custom domain-specific tools using FM to automate:
• extensive peer reviews of requirements, designs, and code
• manually generated structural tests
• process documentation

New methods use automated reasoning to improve today’s labor-intensive methods
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AUTOMATED CERTIF ICATION TOOLS
Crew Alerting
• Automated design review and test 

generation with structural 
coverage of requirements

• First cert use Sept 2018
• Saved $1.5M on M170 program
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Flight Controls
• Custom IDE automates design 

review and test generation 
• First expected cert use 2020

Aircraft Health Monitoring
• Automated review of generated 

code using CBMC 
• First expected cert use 2020
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F M@ CO L L I NS  :  CHAL L ENG ES
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Safety Assessment Process
Guidelines and Methods

(ARP 4761)

System Development Processes
(ARP 4754A)

Guidelines for Integrated 
Modular Avionics 

(DO-297)

Hardware Development 
Life-Cycle
(DO-254)

Software Development 
Life-Cycle
(DO-178C)

System DesignFunction, Failure, & 
Safety Information

Intended 
Aircraft 

Function

Functional
Aircraft

Hardware 
Requirements

Software 
Requirements

Implementation

ImplementationRequirements

CFR Title 14 Part 25 Airworthiness Standards: Transport Category

Means of 
Compliance
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CHALLENGES :  MANY DOMAINS
Safety-critical
Real-time
Networking
Security domains
Data storage

Sensing
Embedded computing
Human Interface
Maintenance/PHM
GNC
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H O W  C A N  W E  S C A L E  U P  A P P L I C AT I O N  O F  F O R M A L M E T H O D S  F O R  AV I O N I C S ?

F M@ CO L L I NS  :  F UT URE
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D E V E L O P  M O R E  D O M A I N - S P E C I F I C  T O O L S

1 :  DO IT LOTS MORE

• Get really good at rapid customization of a standard set of analysis engines for 
new/different application areas

• Maximum automation (low-hanging fruit)
• Target existing domain-specific specifications
• Evidence generation for certification objectives

15



© 2019 Collins Aerospace, a United Technologies company. All rights reserved.

• Standardize on a system architecture language for integrating 
• System design
• System safety
• Cybersecurity

• Identify standard properties (requirements) needed for all aircraft/systems/components
• With some configuration

• Architecture Analysis and Design Language (AADL) 
• Analogous to “infrastructure as code”

2 :  PROVABLE SYSTEM SAFETY/SECURITY
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• Architecture model is correct (AADL)
• Properties, structure, behavior, interaction of components, 

interfaces, contracts
• Verify system safety/security properties (in the presence of 

faults/threats)
• Components are correct

• Consistent/realizable contracts
• Components verified to implement contracts

• System does what the model says
• Verified kernel (seL4)
• No other information flows (memory safety, isolation)
• OS executes model correctly (incl. timing)

• System implementation corresponds to model
• Automatic build from component and architecture models 

with proof of compliance to architecture specification

ARCHITECTURE-DRIVEN ASSURANCE
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00011011001101010100101011001101000100101010101
00010110111111101001010101010100100000000001010
10111010111101010101011011101101100011111100101
01010101001010100101000010101010101100111010101
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10101010101101000000100000000001010101010010110
10101110100101010010101010101001010011010011010

H A C M S  /  C A S E  /  A M A S E  A P P R O A C H
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Code, papers, videos available at:
Loonwerks.com

github.com/Loonwerks
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