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Abstract

The vision for a modernized energy delivery infrastructure involves the use of an advanced
computing, communication and control cyber infrastructure for enhancing current grid
operations by enabling timely interactions among a range of entities. The coupling between the
energy system (e.g., power grid) and its cyber infrastructure is inherent, and the extent to which
the entire system can be made resilient depends upon the functionality and robustness of the
cyber infrastructure itself and its interaction with the physical parts of the system. This
presentation describes the major challenges in achieving a resilient cyber-physical energy
infrastructure, and illustrates progress made on these challenges by describing some of the
research underway at the DOE- and DHS-funded Trustworthy Cyber Infrastructure for the Power
Grid (TCIPG; www.tcipg.org) Center.

The goal of TCIPG is to provide resilience in the nation's electric grid cyber infrastructure such
that it continues to deliver electricity and maintain critical operations even in the presence of
cyber attacks. Achieving this goal will involve the extension, integration, design, and
development of IT technologies imbibed with key properties of real-time availability, integrity,
authentication and confidentiality. These results are being evaluated evaluated in a large-scale
testbed with unique capabilities comprising real power system hardware and software as well as
advanced simulation and emulation capabilities.
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