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Results:
Benigh UDP-Traffic Ratios Variations
PROPOSED SOLUTION BTTL | Argus DeterLab Data from Production Networks
in sec| Testbed s | D | G | ISP | O S T Co
“During normal operation, the packet rate of traffic going to an address is 1 51 531 500 | 1090 | 9 | 85 330 30 41 35
proportional to the packet rate of traffic going from that address” 2 41 411 300 | 1305 | 18 | &5 | 560 95 28 135
. : : 3 54 560 450 | 1305 | 21 385 580 115 28 141
[T.M. Gil, M. Poletto, MULTOPS: a data-structure for bandwidth attack detection, 2001]
4 43 728 600 | 1305 | 21 35 790 121 30 141
For every n data packets R 100 42 1230 2500 | 1305 | 30 385 11600 | 1680 122 320
. . 600 12 1230 2500 | 1305 | 30 | 285 | 20300 | 2600 512 1070
Source Destination
-— * contains one-way protocols
Confirmation packet
Attack Traffic Ratios
Time into the Ratio — ArgusTestBed Ratio — DeterLab
Attack (w/ LOIC traffic) (w/ LOIC traffic)
Hypotheses: (sec) Highest Speed Lowest Speed Highest Speed Lowest Speed
» Under normal operation the ratio will be less than a predefined maximum - St =220 205000 =57
threshold value 2 = 88,000 = 500 = 150,000 = 200
3 = 132,000 = 750 = 225,000 = 300
 Ratio can be used to separate benign traffic from attack traffic 4 = 220,000 =250 = 75,000 = 100
5 = 430,000 = 500 = 150,000 = 200
6 = 660,000 = 750 = 225,000 = 300
True ALERT! o
o
.. calculate . . / 34 = 220,000 = 250 = 75,000 = 100
@ N ratio — if ratio; 2 threshold-value \ 35 ~ 430,000 ~ 500 ~ 150,000 ~ 200
® o o ) 1
/ ). £ 36 = 660,000 = 750 = 225,000 = 300
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src_IP_addr,| #IN pk’:(sl False
# OUT pkts, Results Analysis:
valid bucket TTL ( #IN pktlix , # OUT pkts, # 0 Benign applications use UDP packets in different ways:
ratiox=< # OUT pkts, « Constant communication between sender and receiver. Examples: NFS, video streaming applications
(e.g. Sopcast)
| #IN pkts, , # OUT pkts, =0

* Initial communication and then a one-way burst of UDP packets. Examples: SIP (Session Initiation
Protocol), T.38 protocol (fax)

* One-way burst of packets (by protocol desigh no response message is necessary). Examples: Syslog over
UDP, Netflow (older versions)
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Hypotheses hold if the cutoff pair values (threshold value - BTTL) are appropriately chosen

expired bucket TTL
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