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Scien9fic	Impact:		
•  Revealing	the	synergy	
between	reliability	and	security	
in	cloud	infrastructures	
•  Building	storage	security	
schemes	based	on	coding	
theore8c	founda8ons	

Solu9on:		
•  New	perspec8ves	on	improving	
the	security	of	cloud	
infrastructures	
•  New	techniques	for	establishing	
resilience	against	component	
failures	and	node	capture	a<acks	
•  Increasing	the	efficacy	of	coding-
based,	informa8on-theore8c	data	
confiden8ality	schemes	

Challenge:	
•  Reliability	and	security	features	
of	cloud	storage	systems	are	
designed	independently.	
•  Iden8fying	appropriate	metrics	
for	data	availability	and	security,	
characterizing	fundamental	limits	
based	on	these	models,	and	
construc8ng	schemes	that	
achieve	op8mal	performance.	

Broader	Impact:		
•  Ensuring	the	well-being	of	
cri8cal	infrastructures	of	the	
na8on	
–  effec8ve	ways	of	thwar8ng	

cyber	a<acks	
–  ensuring	data	availability	
–  establishing	trust	for	storage	

architectures	
•  Training	students	with	
principles	of	mul8ple	fields	
and	their	interac8ons	
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