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Scientific Impact: 
• Published papers in 

SEED’21, USENIX 
Security 
Symposium’22, 
ISCA’21. 

Solution: 
• Create composable isolated partitions 

within hardware resources
• Develop attacks to characterize the threat
• Develop models for secure isolated 

execution  in heterogeneous systems.
• Develop formal analysis techniques to 

prove security  

Challenge: 
• Isolated execution systems are 

vulnerable to side-channel attacks. 
• The challenge is how to secure them 

with low performance impact and 
low complexity. 

• Another challenge is how to build 
isolated execution environments in 
heterogenous systems. 

• Understand how side channel attacks 
manifest in heterogeneous 
environments

Broader Impact and Broader 
Participation: 
• The project advances the understanding 
of side-channel attacks and defenses in 
isolated execution environments, leading 
to more secure trusted execution systems. 
• Several undergraduate students will be 
supported on the project. 
• Materials in the security section of 
undergraduate computer architecture 
course will be  enhanced. 

Projects: CNS-2053383 (UCR) and CNS-2053391 (Binghamton)
Pis: Nael Abu-Ghazaleh (UCR), Dmitry Ponomarev (Binghamton), David Liu 
(Binghamton) :
Emails: nael@cs.ucr.edu, dponomar@Binghamton.edu, davidl@Binghamton.edu

Collaborative Research: SaTC: CORE: Medium: Leakage-free Isolated Execution: 
Architectures and Security Models
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