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Decisions

Objective 1

Objective 2

Disproportionate Effects in 
Minority Language Voting Rights

• The Voting Rights Act of 1965 provides a body of protections for racial and language minorities 
• Section 203 describes the conditions under which local jurisdictions must provide minority language voting 

assistance during an election
• Jurisdiction i must provide language assistance (including voter registration, ballots, and instructions) iff decision rule 

P
i

M(x) returns true with

56

no. of ppl in i speaking 
minority language s

+ < 5th grade education

sorted !$
+ limited English proficiency

Disproportionate Effects in 
Title 1 Allotment

• Title 1 of the Elementary and Secondary Education Act is one of the largest U.S. program offering 
educational assistance to disadvantaged children

• In the fiscal year 2015 alone, it distributed about $6.5 billion through basic grants 

• Allotment:
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count of children 5 to 17 in district i

student expenditures in district i

Allotment Problems

Decision Rules

Fair Allotments
• First result: 

Even with an unbiased DP mechanism, the “shape” of the decision problem characterizes the 
unfairness of the outcomes.

54

Hessian of problem Pi

county with 
low errors

Corollary 1 (informal). (Perfect)-fairness cannot be 
achieved if P is any non-convex function, as in the case of 
the allocations considered.

county with 
high errors

Adding Laplace noise to the inputs will necessarily 
introduce fairness issues, despite the noise being unbiased!

IJCAI-21

Fair Allotments Fair Decisions (cont.)

• Small bias when considered individually
• However, when they are combined using logical connector ∧, 

the resulting absolute bias increases substantially, as illustrated 
by the associated green circles. 

Minority Language Voting Rights

Theorem (informal). The logical composition 
of two $&- and )&-fair  mechanisms is )-fair 
with ' > #$%('', '&).

Second result: 
The unfairness induced by “composing" predicates is larger than that of their individual components

IJCAI-21

Fair Decisions

DP Postprocessing

Laplace 
mechanism

64

Third result: Observe that post-processing 
reduce the errors;

However it increases unfairness!

DP Postprocessing

Fair Decisions (cont.)
• Mitigation Strategy?: Much more difficult scenario. But we could resort to the 

linear approximation trick again

1. Partition dataset into groups !!"
2. Train subgroups using features x

using a linear classifier
3. Use the parameters of the proxy 

linear model LR(x) or SVM(x) 
to make a decision i.e., to 
approximate "$%

Result summary: Fairness violation 
decreases substantially, albeit within 
each subgroup
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linear approximation trick again

1. Partition dataset into groups !!"
2. Train subgroups using features x

using a linear classifier
3. Use the parameters of the proxy 

linear model LR(x) or SVM(x) 
to make a decision i.e., to 
approximate "$%

Result summary: Fairness violation 
decreases substantially, albeit within 
each subgroup
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5 Research Plan and Objectives
Building on these critical observations, the proposal develops the foundations to analyze the fairness issues
arising in downstream decision problems that use privacy-preserving datasets as input. Additionally, it
sets an agenda to develop several mitigating solutions and tools to assist practitioners in the testing and
development of private data releases with regard to fairness.

The project research agenda is articulated into three distinct objectives:
Objective 1: Fairness Analysis in DP Decision Making The first objective focuses on identifying and
understanding the structure of downstream allotment problems and decision rules and how it affects
fairness when using differentially private unbiased data releases. Additionally, it proposes several mitigation
measures to remove or alleviate the fairness issues.
Objective 2: Fairness Analysis in DP Post-processing The second objective focuses on understanding the
role of DP post-processing in terms of bias and fairness. It characterizes bias and variance in a family of
post-processing algorithms widely adopted in data release tasks. It will once again also propose several
mitigation measures to remove or alleviate the bias and fairness issues.
Objective 3: Modeling Language and Tools as Mitigating Solutions The final objective focuses on devel-
oping a modeling and software framework to auditing potential bias and fairness issues, automatically
derive the mitigation measures from the specification of the decision process, and explain the sources of
unfairness found in the differentially private decision process of interest.

6 Objective 1: Fairness Analysis in DP Decision Making
This objective analyzes the fairness impact in allotment problems and decision rules (see Figure 1). The
adopted fairness concept captures the desire of equalizing the decision errors among entities, which is critical
given the societal and economic impact of the motivating applications. The following discussion assumes
that M, used to release data, is the Laplace mechanism with an appropriate finite sensitivity D. However, the
results are general and apply to any data-release DP mechanism that add unbiased noise, e.g., Gaussian mechanisms.

Definition2. A data-release mechanism M is said fair w.r.t. a problem P if, for all datasets x 2 X ,

Bi
P(M, x) = Bj

P(M, x) 8i, j 2 [n].

In other words, P does not induce disproportionate errors when taking as input a DP dataset generated by
M. The next definition provides a way to bound the unfairness of mechanisms.

Definition3. A mechanism M is said a-fair w.r.t. problem P if, for all datasets x 2 X and all i 2 [n],

x i
B(P, M, x) = max

j2[n]

���Bi
P(M, x) � Bj

P(M, x)
���  a,

where x i
B is referred to as the disparity error of entity i.

Parameter a is called the fairness bound and captures the fairness violation, with values close to 0 denoting
strong fairness. A fair mechanism is also 0-fair. Note that computing the fairness bound a analytically
may not be feasible for arbitrary problems since it may involve computing the expectation of complex
functions P. Experimentally, one may resort to a sampling approach to compute the empirical expectation
Ê[Pi(x̃)] = 1

m Âj2[m] Pi(x̃j) in place of the true expectation in Equation (2), with m being a sufficiently large
sample size and x̃j being the j-th outcome of mechanism M applied to dataset x. This section analyzes
fairness issues arising in allotment problems (Section 6.1) and in decision rules (Section 6.2) once again when
M is an unbiased mechanism. The effect of post-processing is the subject of Objective 2. For both allotment
problems and decision rules, the project explores four fundamental research directions:

1. The identification of problem classes and their fairness properties;
2. The design of mitigation strategies to alleviate fairness issues;
3. The definition of more general notions of fairness to characterize larger family of problems;
4. The derivation of compositional results for fairness.

D–5

Definition 1. A randomized mechanism M : X ! R with domain X and range R satisfies (e, d)-differential
privacy if for any output O ✓ R and datasets x, x0 2 X differing by at most one entry (written x ⇠ x0),

Pr[M(x) 2 O]  exp(e) Pr[M(x0) 2 O] + d. (1)

Intuitively, DP states that specific outputs to a query are returned with a similar probability regardless of
whether the data of any individual is included in the dataset. Parameter e > 0 describes the privacy loss of
the mechanism, with values close to 0 denoting strong privacy. When d = 0, mechanism M is said to be
e-differentially private.

A function f from a dataset x 2 X to an output set O ✓ Rn can be made differentially private by
injecting random noise onto its output. The amount of noise relies on the notion of global sensitivity
D f = maxx⇠x0 k f (x) � f (x0)kp, for p 2 {1, 2}. The Laplace mechanism [10] that outputs f (x) + h, where
h 2 Rn is drawn from the i.i.d. Laplace distribution with 0 mean and scale D f/e over n dimensions, achieves
e-differential privacy, width D f defined over 1-norms (p = 1).

Differential privacy satisfies several important properties. Notably, composability ensures that a combina-
tion of DP mechanisms preserve differential privacy.

Theorem1 (Sequential Composition). The composition (M1(D), . . . , Mk(D)) of a collection {Mi}
k
i=1 of (ei, di)-

differential private mechanisms satisfies (e = Âk
i=1 ei, d = Â di)-differential privacy.

The parameter e resulting in the composition of different mechanism is referred to as privacy budget. Stronger
composition results exists [45] but are beyond the need of this proposal. Post-processing immunity ensures
that privacy guarantees are preserved by arbitrary post-processing steps.

Theorem2 (Post-Processing Immunity). Let M be an (e, d)-differentially private mechanism and g be an arbitrary
mapping from the set of possible output sequences to an arbitrary set. Then, g � M is (e, d)-differentially private.

Prior Related Work
The literature on DP and algorithmic fairness is extensive and the reader is referred to, respectively, [11, 64, 12]
and [3, 51] for surveys on these topics. However, privacy and fairness have been studied mostly in isolation
with a few exceptions. Cummings et al. [7] consider the tradeoffs arising between differential privacy and
equal opportunity, a fairness concept that requires a classifier to produce equal true positive rates across
different groups. They show that there exists no classifier that simultaneously achieves (e, 0)-differential
privacy, satisfies equal opportunity, and has accuracy better than a constant classifier. Ekstrand et al. [13]
raise questions about the tradeoffs involved between privacy and fairness, and Jagielski et al. [43] shows
two algorithms that satisfy (e, d)-differential privacy and equalized odds. Although it may sound like these
algorithms contradict the impossibility result from [7], it is important to note that they are not considering
an (e, 0)-differential privacy setting. Tran et al. [63] developed a differentially private learning approach to
enforce several group fairness notions using a Lagrangian dual method. Pujol et al. [55] were seemingly
first to show, empirically, that there might be privacy-fairness tradeoffs involved in resource allocation
settings. In particular, for census data, they show that the noise added to achieve differential privacy could
disproportionately affect some groups over others. This proposal builds on these empirical observations and
provides a step towards a deeper understanding of the fairness issues arising when differentially private
data is used as input to decision problems. In particular, the proposal seeks to identify, characterize, and
bound the impact of privacy on fairness, and to propose mitigation mechanisms to alleviate these issues.

3 Problem Definition
This project considers datasets x 2 X ✓ Rk of n entities, whose elements xi = (xi1, . . . , x1k) describe k
measurable quantities of entity i2 [n], such as the number of individuals living in a geographical region i,
their ethnicity, and their English proficiency. Within this setting, the project considers two classes of critical
decision problems:
• Allotment problems P :X ⇥[n]!R, which distribute a finite set of resources to some entity. For instance, P

may represent the amount of money allotted to a school district.
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Bias and Fairness

Differential Privacy

• The project will provide unique perspectives for policymakers 
about the societal consequences of using DP for critical decision 
processes, including resource allocations. 

• It will quantify the disparate impact arising in these applications 
and contribute mitigation techniques to overcome these issues.

• These contributions will be embedded in modeling and software 
tools to make the technology widely available and applicable. 

• Through a collaboration with Knexus Research, the project will 
perform use-inspired research that will be directly relevant to data 
users (e.g., NGOs) and policymakers who work intensively with 
census and public safety data.

• The PIs organize the annual workshop on Privacy-Preserving AI at 
AAAI, which focuses on themes centered on privacy and fairness.

1. Identify and understand the structure of downstream 
decision processes that may be subject to fairness issues 
when using differential private data releases; 

2. Identify and understand the structure of differentially 
private mechanisms that may introduce biases; 

3. Define theoretical frameworks to characterize and reason 
about biases and fairness issues; 

4. Design mitigation measures that would remove or alleviate 
the biases and fairness issues, finding appropriate tradeoffs 
between privacy, accuracy, and fairness; 

5. Design a modeling and software framework to enable 
auditing fairness and bias issues, automatically derive the 
mitigation measures from the specification of the decision 
process and explain the source of unfairness in the system. 

• Many agencies or companies release statistics about groups of individuals that are often used as inputs to 
critical decision processes. The U.S. Census Bureau, for example, releases data that is then used to allocate funds 
and distribute critical resources to states and jurisdictions. 

• Often, the released data contain sensitive information whose privacy is strictly regulated. E.g., the U.S. census 
data is regulated under Title 13. As a result, such data releases must rely on privacy-preserving technologies. 

• Differential Privacy (DP) has become the paradigm of choice for protecting data privacy, and its deployments 
have been growing rapidly in the last decade. 

• Although DP provides strong privacy guarantees on the released data, it may induce biases and fairness issues in 
downstream decision processes. Since at least $675 billion are being allocated based on U.S. census data, the 
use of differential privacy without a proper understanding of these biases and fairness issues may adversely 
affect the health, well-being, and sense of belonging of many individuals. 

• Indeed, the allotment of federal funds, apportionment of congressional seats, and distribution of vaccines and 
therapeutics should ideally be fair and unbiased. 

• These bias and fairness issues are poorly understood and have not received the attention they deserve given 
their broad impact on various population segments. 

Objective 
To address the critical knowledge gap at the intersection of privacy, fairness, bias, and decision processes. 

Fair Decisions (cont.)
• Mitigation Strategy?: Much more difficult scenario. But we could resort to the 

linear approximation trick again

1. Partition dataset into groups !!"
2. Train subgroups using features x

using a linear classifier
3. Use the parameters of the proxy 

linear model LR(x) or SVM(x) 
to make a decision i.e., to 
approximate "$%

Result summary: Fairness violation 
decreases substantially, albeit within 
each subgroup

IJCAI-21IJCAI-21: "Decision Making with Differential Privacy under the Fairness Lens". 
Cuong Tran, Ferdinando Fioretto, Pascal Van Hentenryck, Zhiyan Yao.
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• The Pis are collaborating on a high-school data camp with a focus 
on AI and data privacy. 

• The goal is to educate the students, not only on the concepts and 
applications of computing, but also on the societal issues they 
raise, in the areas of ethics, fairness, privacy, and implicit bias. 
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