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Exploration phase:

Exploitation phase:

Transmission with delay:

Attacks on CPS:

The man in the middle:

In network control systems, sensor 

observations and control signals can 

be hijacked.
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Cyber-physical systems (CPS):

When sensor observations are corrupted by 

noise, subject to delay, and hijacked by 

attackers, can we still guarantee safe 

operation of the system?

“Stuxnet has changed the way 

we view the security threat”

Networked Control System:

Event-triggered control:

Step 1: --

Step 2: --

Step 3: Bad Dog

Step 4: --
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In CPS we need to use distributed 

resources efficiently 

Timing information:

In the same way that subsequent pauses in 

spoken language are used to convey 

information, it is also possible to transmit 

information

in communication systems not only by 

message content but also with its timing.

Information transmission rate

:  number of bits in packets 

transmitted up to time 

fPlant Controller

A malicious controller

for the plant

A fictitious plant for

the controller

The deception probability:

If       is distributed uniformly in

, 

then letting

, 

we have 

The denominator represents the 

intrinsic uncertainty of     when

this is observed at resolution

corresponding to the

entropy of the quantized random     

variable              

The numerator represents the 

information revealed about      from

the observation of the random 

variable   

In addition, using the least-square 

learning algorithm, we also provided a 

lower bound on the deception 

probability.
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