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Attacks on CPS:

Computer virus Stuxnet a ‘game changer,’

DHS official tells Senate CCMIII

&he New Pork Times

I'vent-triggered control:

In CPS we need to use distributed
resources efticiently

Step 1: Israeli Test on Worm Called Crucial in Iran Nuclear Delay
Step 2: 3 Stuxnet Returns, Striking Iran with New Variant
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T1ming informaton:

Z2 MIBEEDB] The US Tried to Stuxnet North Korea's Nuclear Program

In the same way that subsequent pauses 1n
spoken language are used to convey
information, 1t 1s also possible to transmit

T'’he man 1n the middle:

In network control systems, sensor

information : .
observations and control signals can

be hyacked.

In communication systems not only by

message content but also with 1ts timing. N
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The deception probability:
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If A is distributed uniformly in
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The denominator represents the
intrinsic uncertainty of 4 when
this 1s observed at resolution
= /o7

corresponding to the
entropy of the quantized random
variable 4 (Ae ) :

The numerator represents the
information revealed about A from
the observation of the random

variable Z.

In addition, using the least-square
learning algorithm, we also provided a
lower bound on the deception
probability.
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