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Timing Information

In the same way that subsequent
pauses Iin spoken language are used to
convey Iinformation, it is also possible to

transmit information
IN communication systems not only by
message content but also with its
timing.

_____________________________________

Event-triggered control

In CPS we need to use
distributed resources
efficiently
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Delay Upperbound = 6ms
Packet Size = 1 bit

Number of Samples = 6541
Number of Triggering = 170

Information Transmission Rate
8.6633 bhit/sec
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Entropy Rate of the System
10.5461 bit/sec

Attacks on CPS

In network control systems, sensor
observations and control signals can be
hijacked.
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The deception probability,
lower bound

Least-square learning algorithm
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The deception probabillity,
upper bound

Assume the open-loop gain of the
plant Is a random variable

A ~ Unif.|— R, R]

whose distribution Is known to the
attacker, and whose realization Is
known to the controller. Then
letting

Z¢ = (X7, Uy)

we have
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Privacy-enhancing signal
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