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» Cloud computing offers on-demand resources Data Loss Incidents Incident Attack Vector
with reduced administrative effort for developers

- However, fears of data loss and security breaches
have stifled adoption by businesses and governments

 Current system verification mechanisms are inflexible
and ill-suited for the complexity of cloud platforms

- We present a cloud architecture that efficiently verifies
comprehensive integrity requirements
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CLOUD VERIFICATION CHALLENGES
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CLOUD VERIFIER INTEGRITY VERIFICATION

Cloud-wide system integrity verification service Cloud node service to enforce client criteria over connections

» Ensures cloud node integrity based on cloud’s criteria Mediates a TLS tunnel between client and a hosted VM

 Clients verify the cloud verifier’s integrity

Monitors VM integrity both at loadtime and runtime

- Clients own criteria is pushed to the target VM’s cloud node

Uses VM introspection to track VM integrity enforcement

- An integrity verification proxy (IVP) monitors VM integrity
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