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Cyber Physical Systems  
Ubiquitous in GE Systems with Controls  
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Global Research HQ 
Niskayuna, NY 

Global Cyber Physical Research Labs 

John F. Welch 
Technology Center 
Bangalore, India 

China Technology Center 
Shanghai, China 

Global Research - Europe 
Munich, Germany 
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GE Complex Cyber Physical Systems 
Integration 
- GE develops critical infrastructure (Energy, 

Aviation, Oil & Gas, Healthcare, Rail) 
- Products are becoming more complex, 

distributed and networked.  
- Our challenge is to develop safety critical, 

certifiable, affordable, high performing and 
cyber secure systems.  

- Our approach is model based, and are 
developing formal methods for verification 
and validation. 

http://rds.yahoo.com/_ylt=A0WTb_vJuQFLYT8AwQiJzbkF;_ylu=X3oDMTBqNzBzNzJ2BHBvcwM1NgRzZWMDc3IEdnRpZAM-/SIG=1jh01973b/EXP=1258490697/**http:/images.search.yahoo.com/images/view?back=http://images.search.yahoo.com/search/images?p=ge+wind+turbine&b=41&ni=20&ei=utf-8&pstart=1&fr=yfp-t-701&w=333&h=500&imgurl=static.flickr.com/3104/3206552449_7f5f68e8a9.jpg&rurl=http://www.flickr.com/photos/7891867@N04/3206552449/&size=54k&name=GE+Wind+1+5S+clo...&p=ge+wind+turbine&oid=d681757838971ace&fr2=&fusr=Bluecloud9&no=56&tt=804&b=41&ni=20&sigr=11kve81ve&sigi=11gptp3pq&sigb=138cih2qo�
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Today: Excellence in Unit Controls 
Aircraft Engine 

Controls 
Recip. Engine Controls 
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Emerging: Excellence in Systems 
Air Traffic Management Trip Optimizer & Movement Planner 

Asset Intelligence 
Intelligent Space 

Ecosystems 
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Tomorrow: Enterprise Systems 

Reduce losses, 
reduce out age 
durat ion, delay 
infrast ruct ure 
upgrades…

Dist ribut ion Opt imizat ion

Reduce peak load & 
congest ion, new 
t ools for  
cont ingency ops

Demand Opt imizat ion

Monit or  equip 
use, diagnose & 
predict  fault s, 
opt imize maint

Asset  Opt imizat ion

Help reach high 
penet rat ions of 
wind and solar  
energy in gr id

• Var iabilit y comp
• Forecast  usage
• Opt imal dispat ch
• Ancillary services

Improve 
reliabilit y, 
t hroughput , 
sit uat ional 
awareness

Transmission Opt imizat ion

• Sensing (PMU)
• Remedial act n
• Visualizat ion
• Cont rol

Workforce 
Opt imizat ion

• “System of systems” 
• Spatially distributed 
• Fault tolerant 
• Robust to environment 
• Cyber secure 
• Energy-emissions optimal 
• Economically justifiable 
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Recurring Themes & Challenges 
Multivariable & Model-based Towards Systems & Enterprise 

Prognostics & Life Mgmt 

• Designer proficiency 

• Complexity 

• Computational efficiency 

• Multiple time scales 

• Architecture, design & analysis 

• Security 

• Spatially distributed 

• Interoperability 

• Validation & verification 

• On-line optimization & RT simulation 

• Human “on the loop” consideration • Physics-based and empirical   

life models 

• Failure prediction 

• Life-extending control 
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Key CPS Challenges to GE 
 Cyber and Physical security across disbursed 

heterogeneous systems 

 QOS and relevant new theory (or rediscovery) to find 
achievable performance limits including stability of complex 
systems 

 Comprehensive modeling tools for design and simulation 
of heterogeneous, physics based continuous and discrete 
systems 

 Novel frameworks for verification and validation of complex 
controls software for distributed systems 

 New ideas on how to educate the general public, and non-
expert stakeholders (congress) to understand CPS 
technologies and the benefits and risks of complex 
offerings ….All while achieving a profitable enterprise  

to continue to attract investment in CPS! 
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