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Broader Impacts:
Through publications in prestigious venues (IEEE/ACM Transactions for example), project 
deliverables have been made available to researchers and educators in the non-profit sector, such 
as universities, research institutions, and government laboratories. We have developed dedicated 
courses, disseminated the results, hired NSF-funded REUs, employed women/minority graduate 
researchers, and utilized schemes for broadening participation in computing.

● NIST PQC standardization does not directly 
include side-channel analysis to scrutinize the 
candidates or assess the countermeasures.

● Fair assessment for side-channel attack 
analysis security and cost is challenging but 
essential.

● Combined side-channel attacks and 
countermeasures, e.g., fault/power analysis 
assessment is critical for PQC.

Example:
Fault attacks and 
countermeasures
on PQC

Motivation:
Post-Quantum Cryptography (PQC) is devoted to the design and analysis of cryptographic 
algorithms resistant against attacks using quantum computers. Investigating side-channel analysis 
attacks for PQC needs to be explored to reach innovative solutions.
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