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Scien9fic	Impact:		
•  Systema(c	inves(ga(on	and	

documenta(on	of	emerging	and	
future	techniques	for	tracking	users	

•  Understanding	of	the	overlap	
between	tradi(onal	web	tracking	
and	tracking	in	mobile	pla<orms	

•  Development	of	standalone	an(-
tracking	tools	that	are	not	blacklist-
based	and	techniques	that	allow	
users	to	collabora(vely	beat	
stateless	tracking	

Solu9on:		
•  Development	of	pla<orm	for	

discovering	future	fingerprin(ng	
techniques	in	modern	browsers	

•  Automated	ad	collec(on	and	
correla(on	to	understand	mobile	
tracking	

•  Novel	collabora(ve	defenses	that	do	
not	suffer	from	typical	blacklist	issues	

Challenges:		
•  Ever-changing	landscape	of	web	

tracking	with	old	techniques	falling	
out	of	favor	and	new	techniques	
being	constantly	adopted	

•  Trackers	are,	by	nature,	trying	to	
remain	hidden	

•  An(-tracking	defenses	oFen	make	
the	user	more	recognizable	than	
before	

Broader	Impact:		
•  Address	our	society’s	concerns	of	

the	unclear	privacy	implica(ons	of	
using	the	web	and	mobile	
technologies	

•  Development	of	tools	and	
techniques	for	helping	users	detect	
unwanted	tracking	and	reclaim	
their	lost	privacy	
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