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Description

Develop cyber risk assessment methodology and tools to optimize security investments to defend the
grid against cyber attacks

Develop real-time operational planning strategies to handle multiple contingencies due to coordinated
oyerattacks and also accounting for contingencies due to extreme events

Evaluate the efficacies and effectiveness of the proposed game-theoretic models and defense
algorithms on a realistic cyber-physical security testbed and disseminate the results to utility industry

Methodology Overview
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Findings

* Developed Attacker and Defender Cost Models to obtain Optimal Security Investment Strategies
using game-theoretic approach

* Proposed Optimal Defense Strategies for Contingency Analysis for a power grid under cyber

attack using a zero-sum game
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* Formulated a Cyber-Physical System Risk Assessment methodology in a limited resource scenario
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