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Scientific Impact: 
• Understanding the human 

behaviors behind malicious 
online acts such as cybercrime 
and cyberterrorism is an 
important objective in gaining a 
better understanding of the 
cyber threat landscape. 

• Hacker communities are of 
particular interest as they allow 
hackers to share malicious assets 
such as hacking tools, malware 
source code, and hacking 
tutorials with one another.

Solution: 
• A large and comprehensive testbed 

of significant international online 
hacker communities

• An adversarial deep representation 
approach to learning the language-
invariant representations from 
content in English and non-English 
hacker communities

• A nonparametric supervised topic 
modeling method for examining 
customer reviews of hacker assets

• A scalable dynamic topic modeling 
technique designed for incorporating 
expert knowledge of hacker 
communities 

Challenges: 
• The technical difficulties in hacker 

community collection
• The massive volume of the data
• The heterogeneity and covert nature 

of the data elements and their 
subtle linkages

• The need to comprehend subcultural 
nature of terms and concepts 
embedded in the hacking 
community across multiple foreign 
languages

Broader Impact: 
• Benefiting several stakeholder 

communities: Intelligence and 
Security Informatics (ISI), NSF 
Scholarship-for-Service (SFS), 
National Cyber-Forensics & Training 
Alliance (NCFTA), and The Society 
for the Policing of Cyberspace 
(POLCYB).

• Integration into education: 
AZSecure SFS, NSA designated 
Center of Academic Education in 
Cyber Defense (CAE-CD) courses at 
UA,  UA’s online MS in 
Cybersecurity program, UGA’s 
undergraduate area of emphasis in 
Information Security 
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Presentation Notes
SaTC is a multi-disciplinary program, and PI Meeting attendees include academics, industry professionals, government representatives, and others with wide-ranging expertise. Building continuing support for the SaTC program and growing the security and privacy research community requires that we convey the essence and broader impacts of SaTC-funded research to diverse stakeholders in a clear, concise, and visual way, quantifying impacts where possible.  The summary slide  should be understandable by the broader security and privacy research community, including those researchers that don’t work in your specific research domain. Use this template as a guide to ensure your slide addresses the topics identified. This slide may be used to introduce your project and/or promote the SaTC program both within and outside NSF.      
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