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Impact of Advanced Cyber Attacks

Effectively Detecting APT Attacks

Ubiquitous system monitoring

RECENT HACKS AGAINST MAJOR COMPANIES (21 Money
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* Recording system behaviors from kernel as system events (<subject, operation, object>, e.g., proc p read file f)
OUTAGE ALERT

* Visualizing system events as a dependency graph

The City of Atlanta is currently experiencing outages on
various customer facing applications, including some that
customers may use to pay bills or access court-related
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information. Our @ATL_AIM team is working diligently
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« Advanced: sophisticated techniques, e.g., T vt toi | st amon
exploiting multiple vulnerabilities Comodts Approach: identifying critical edges and attack entries in large dependency graph
* Persistent: adversaries are co ntinuously i e | Bl Challenges: the daunting number of POl-irrelevant edge and node in the dependency graph
monitoring and stealing data from the target c?,‘.‘f.?;‘:::, - * How to reduce the size of dependency graph effectively? => POI-relevant critical components

initiated detection

e Threat: strong economical or political motives - * How to support the analysis of diverse attacks? => dependency weight computation

* How to avoid the rely on heuristic rules? => dependency impact back propagation and entry node ranking

Deplmpact System Architecture

POI Event Critical Component
[ s — | T S GLECTCErErrar ! 37
' [ - I !
11| OS Kernel : \ Computation T : - !
1) Backward  |Dependency|! : ! Analysis -
V1| 98 O « Causality Analysis || Graph i-{Edge Merge I Weighted L .|Dependency Impact i
X System Auditing : : _ , |Dependency Graph| | | Back-Propagation | | Entry Node !
X | E [Feature Extractlon] i E Ranking E :
E - N 55l R J 550555 55 S 58 J E
' Phase I: Dependency Graph Generation Phase II: Dependency Weight Computation Phase llI: Critical Component Identification 1
b e o o oo oo oo oo o o o o o e e e an e e En En S G En EE EE EE S EE EE B SR D EE B G D D SN SN S D D SN S S D D D N S D S S S N G S G B SEN NN G M GED NS N BN SED GED NN GED GE BN GEN NN G M GED NN GED GED BN SN NN NN G BN NN SN BN D M SES I GED G G GEN D B N G I BN G M S D G G SN D EE G N S SN G EE EE G S E Ee e J

Dependency Graph Generation Dependency Weight Computation Critical Component Identification

In Phase |' DEPIMPACT |everages System monitoring to collect In Phase I, DEPIMPACT merges the paraIIeI edges between two nodes and

In Phase Ill, DEPIMPACT propagates the dependency impact from the
POl event to the entry nodes based on the dependency weights.
DEPIMPACT then ranks entry nodes based on the dependency impacts

computes the weights using three types of features.
Feature Extraction:
* Data flow Relevance: Edges that have similar data flow amount as the data size

auditing logs of system activities and applies causality analysis
on the collected logs to generate a dependency graph based on

the given POI events. sackward causality analysi of POI event are more likely to be relevant. édnd F:cerfﬁrms. forlward analy5|: fron;\1 tI;e topzj—ranked er;]try nodes to
 Temporal Relevance: Edges that occurred at relatively the same time are more dentity the critical component from the dependency graph.
Representative system call processed = | [ | likely to be relevant. -
P Y P NN Y . . _ _ _ * Dependency Impact back propagation
Event Category  Relevant System Call Overfies | ] * Concentration Ratio: Higher weights are given to the node that can be reached
Process/File  read, write, readv, writev — from multiple backward directions. * Entry node ranking
Process/Process  execve, fork, clone | Wget | D d Weight C tati .
Process/Network read, write, sendto, recvfrom, recvmsg Write [50.52] " epenaency EIg omputation. ° Critica| components identiﬁcation
* Edge clustering -> critical and non-critical
[ mobere | * Linear Discriminant Analysis -> the optimal feature projection

Real-World Evaluation Real World Impact

 DEPIMPACT is accepted by the USENIX Security 2022.

Evaluations on attack cases constructed on known exploits and DARPA Transparent Computing program

 How effective is DEPIMPACT in revealing attack? => at least 72X times smaller than the second-best result  We publish the source code of DEPIMPACT, and several research groups showed their interests in
. V4
 How many top-ranked entry nodes should be used for revealing attack sequences? => 2~6 top-ranked entry nodes
 How effective is DEPIMPACT in revealing attack entries? => consistently ranks the attack entries at the top (average rank 2.46) using Deplmpact. u S e n I x
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Impacts of number of top entry nodes on FNR and FPR Proceedings of the USENIX Security Symposium (USENIX Security 2022), Boston, MA, USA, Aug 2022.
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