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Objective
 Objective 1: 

o To demonstrate novel side-channel attack models for additive 
layer manufacturing systems.

 Objective 2:

o To present a machine-specific defense mechanism against the 
proposed attack models.

 Objective 3:

o To present a new security-aware 3D printing algorithm for the 
machine-independent CAD tools.
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Background and Motivation

 Physical-To-Cyber Domain Attacks:

o Utilize physical domain data to conduct attack on Confidentiality 
(steal IP), Integrity, and Availability (CIA).
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Objective 1: Acoustic Attack Model
 Acoustic Attack Model [1]:

o Train Learning Algorithms.

o Record acoustics.

o Extract Information about G-
code (Used in 3D-Printes).

o Reconstruct the Object.
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Experimental Setup and Result

Results

o Side-channel leak information.
o Analog emission can be used for defense as well. 
o Multiple side-channels can leak more information.
o It is imperative to incorporate side-channel leakage as a 

parameter in design methodology for secure additive 
manufacturing systems (future work).

Summary

i )Original 3D-Printed Key i i )Reconstructed Key
Before Post Processing

i i i )Reconstructed Key
After Post Processing

 Test Parameters:

o Speed, Dimension, and Complexity (Movement in Multiple Axes).

 Average Accuracy:

o Axis Prediction Accuracy Classification Models: 86.00%.

o Length Prediction Error of Regression Models: 11.11%.

o Perimeter Accuracy of a Test Case (Key): 92.48%.
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Experimental Setup

; Start G-code
; Initialize 3D Printer
; First Layer
G1 F900 X20 Y0 Z0.4 E1
G1 F900 X0 Y10 Z0.4 E2
G1 F900 X60 Y10 Z0.4 E3
...
;End G-code

Original 3D Object

Original G-code Reconstructed G-code

Reconstructed 3D Object

; Start G-code
; Initialize 3D Printer
; First Layer
G1 F892 X20 Y0 Z0.4 E1
G1 F899 X0 Y9 Z0.4 E2
G1 F905 X64 Y9 Z0.4 E3
...
;End G-code
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ROC Fold 0 (AUC = 0.984560)
ROC Fold 1 (AUC = 0.984946)
ROC Fold 2 (AUC = 0.987230)
Mean ROC  (AUC = 0.982893)

0.90

0.95

1.00

0.85

0.80

0.75
0.00 0.04 0.08 0.12

T
ru

e 
P

o
si

ti
ve

 R
a
te

False Positive Rate

(a) ROC Curve for 1D or  2D Axis 
Separation 

Attack
Process

ROC Fold 0 (AUC = 0.988388)
ROC Fold 1 (AUC = 0.991587)
ROC Fold 2 (AUC = 0.989766)
Mean ROC  (AUC = 0.985853)
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(b) ROC Curve for XYsame or XYdifferent 
Speed Separation

Attack Detection [2]
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Firmware Modification Detection Model for Additive Manufacturing.

(b) G-code Trace after Kinetic 
Attack.
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(a) ROC Curve for Axis Modification 
Detection.

Future Work
 Objective 1: 

o Analyze multiple side-channels for complex attack models.

 Objective 2:

o Design a framework for quantifying leakage for specific 
machine and provide a G-code generation algorithm.

 Objective 3:

o Analyze slicing algorithm and tool-path generation algorithms 
for  machine-independent CAM tools.

 Average Accuracy:

o Average detection in range of variations: 77.45%


