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Objective Attack Detection [2]

» Objective 1:

o To demonstrate novel side-channel attack models for additive
layer manufacturing systems.

» Objective 2:

o To present a machine-specific defense mechanism against the
proposed attack models.

» Objective 3:
o To present a new security-aware 3D printing algorithm for the
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» Physical-To-Cyber Domain Attacks:

o Utilize physical domain data to conduct attack on Confidentiality
(steal IP), Integrity, and Availability (CIA).

Objective 1: Acoustic Attack Model
> Acoustic Attack Model [1]: Action Future Work

» Average Accuracy:
o Average detection in range of variations: 77.45%
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» Objective 3:

o Analyze slicing algorithm and tool-path generation algorithms
for machine-independent CAM tools.

Experimental Setup and Result
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» Test Parameters:
o Speed, Dimension, and Complexity (Movement in Multiple Axes).

» Average Accuracy:
o Axis Prediction Accuracy Classification Models: 86.00%.

o Length Prediction Error of Regression Models: 11.11%.
o Perimeter Accuracy of a Test Case (Key): 92.48%.



