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e Methods for incorporating implementation artifacts like
delays, numerical errors, and side-effects introduced by

GW

Basic problem: How to implement feedback controllers on distributed embedded

e There are many ways in which such processing may be organized or structured,
each associated with different delays or timing behaviors

e How can we automatically explore these different implementation options and
the associated modifications to the controllers? What kind of tool support is
necessary to support this design flow and control/architecture co-design?
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e But modern automotive electrical/electronic (E/E)
architectures have hundreds of electronic control units
(ECUs) connected by a complex communication
architecture with buses like CAN, FlexRay, LIN and
automotive Ethernet

e Such highly distributed and heterogeneous architectures
offer many different controller implementation options
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Heterogeneous Automotive Architecture

Recent Results
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Using statistical hypothesis testing to check safety properties in controller
implementations in the presence of timing uncertainties

Scheduling controllers with weakly-hard constraints to meet plant safety properties
Using combinations of model checking and fuzzing for test case generation
Extension of dynamics-aware schedule synthesis to the industrial automation domain L1 © xQ
ML techniques for intrusion detection in CAN-based automotive architectures
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Safety Analysis Under Timing Uncertainties
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