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Proposed Interventions

LR By We propose that two particularly promising interventions, capable of disr
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distrust attributed to blame-worthy antecedents).

» Jechnology-Facilitated Transparency

Transparency has been defined as the open sharing of relevant informa
and has been found to predict both trust and legitimacy (e.g., Lang & }
McKnight, 2006). While a key feature of transparency is making infg
iInformation age, too much information is often a problem. We hypg
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TRUST THEORIES

observed, "What YouTe seeing n | _ — — _ : Incompetence).
21 hecome an jmportant, highly Dlstrlfst Anteceqents Attributions Motivation & Emotion Cybersecurity Outcomes
round of what will be N . C | : g (Manipulated, Aim 1-4) (Measured) (Measured) (Measured, Tracked)
.y 4 tool ih the gge-old cradition Of ommonty mentlf)ne (Measured, Aim 5) * Locus * Distrust * Unauthorized online  Automated Accountabi/izj/
sophisticate cogists should be antecedents of distrust * Malevolence * Stability * Anger behavior (OUB) : : .
wartime propaganda.--- The war StrategIsts Si== include perceptions of » Incompetence  Controllability * Reciprocity » Support of UOB The belief that one will be held accountable can incrg
, e iFthey aren't yet." malevolence. deceit * Deceit * Intentionality JEREL e * Approval of UOB processing (e.g., Tetlock 1983a, #983b). In additio
worried about it /f . ’ ’ * Situational * Globality * Retributive motives of distrust by providing a sensejll procedural justig
. 5000, emphases added) and - o ° o System Features - Interventions those judged as blameworthy 8l by increasing
(enning, =5 pacesielonactors : Eﬁnr?tzztlfézgurces . : (Manipulated) 2002
promoting trust « Out-group bias Figure: Theo”et’cal framework » Technology-facilitated Transparency )-
(McKnight & Choudhury and variables * Automated Accountability

2006; McKnight et al.
2004).

 However, there is evidence that distrust, being distinct from trust, has its own unique antecedents, 'PYO’P OS 60l Stl/td 8

including factors that result in suspicion and bias perceptions (Moody et al., 2010) .
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Attribution theory identifies dimensions by which persons tend to assign causality as they interpret S iability i Of sreat concern to you. e bout when and h

the world around them, and links those attributions to motivations, emotions, and behaviors (Hareli choice of crops to plant, when 10 plant, your & MEDIATING VARIABLES
. : o & Weiner 2002; Weiner 1985, 2011). DEPENDEN akers and regulators
o : : : LES . t/Distrust in decisio
Internal and controllable attributions about perceived negative behaviors lead to anger and blame INDEPENDENT VARIAB tworthiness (4 Er;?\g/ the data
more so than, for example, internal but unintentionally caused behaviors such as incompetent Distrust source 1: Regulator Trus . Angervs. empathy ves
behavior due to an internal uncontrollable lack of knowledge (Allred 2000) conditions) - Lack of Care/Concem, Lack of . Retributive & utilitarian m
. | ' ' inati - Lack of integr 7 Shared Values « Hacktivism support
. Other social emotions (e.g., anger and envy) may be related to different combinations of Competence, Lack of 3
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nsensus (e.g., Lawrenc e et al, 2010), IN polarization rather than attributions, and different judgments and behavioral responses. Distrust source 2: Trustworthy Data Provide EXAMPLE HYPOTHESES - will be
° Polarization C . e _ d on perCeiVe |
an be e : . nditions) vernment strust base . ke less
. There s a ik o Specially frequent in online deliberation contexts (Sia et g/ 2002) THEORIES OF RECIPROCITY <.>0 Volunteers Only vs. Volunteers + GO > g;rceived as less mtent‘c()j?:t\rsgtdbeavsoed 1o et
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Xplicit part of a hackti * Theories of reciprocity such as social exchange theory (Emerson 1976) posit that norms and Intervention 1: Trustworthfy DZEa (2¢ » Interventions increasmg_”‘:nsg: Lenn\gck of integrity
exchange rules, such as reciprocity, guide our behaviors (Cropanzano & Mitchell 2005). . High vs. low “fitn€ss of us ity (2 effective when ds:rus:e'sor 2enevo|ence.
' ' ' iti : i : arency via Traced ther than lack O ca
* When faced with blameworthy harmful behaviors, through both intuition and perhaps motivated | Intervention 2: Transp ra
reasoning, the majority of people prefer to reciprocate with retributive punishments that would give r ‘fong:‘t(;r}?mgmy traceable, or not

others “what they deserve” rather than utilitarian punishments which might simply remedy damage
or prevent future harm from occurring (Carlsmith & Darley, 2008).
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Overarching Quest'IOﬂi | t and Unauthor\ze equire different “Hacktivist” Activities Human Actions & Implementation HASTI Actions & Tracking Behavi |
t‘onSh'\DS between distrus ific bases of d'\strust, and Flaming or Bullying Participants and confederates can report HASTI records the perpetrator and the enaviora If | were in a position to help with such hacking efforts, | would do so.
Do the relall orS) depeﬂd on the specl 1C Verbal attacks name-calling and attacks via tags on posts. reporter. Su pport If | had the skill, | would probably help in the effort.
of such behavior N Participants can post argumfznts, evidence or HASTI warns perpetrator and records initial The hacking behavior is morally right.
remed\GS? ~ Digital Defacemen!: ' cnun.ter—arg.un"i.ents that dn.n t meet the attempt and whether the perpn.etratnr o The hacking behavior is justified.
ed'\at'\ﬂg - Unauthorized publishing required criteria (e.g., required numbers of follows through after the warning. Cognltlve- _ _ o _
stions: tecedents of diStrUSt, m o small group votes) e Personally, | approve of this hacking behavior in this case.
ue - : n _ - _ - : : : :
Research Q ationships petween different aauthorized online) pehaviors - Participants as individuals or groups may rate  HASTI detects internally inconsistency o . | can understand why this person would engage n that h.acklng.behawor._
1. Whatare the relatiof . and Cyber_attaCk (un _ : P ';5 S information regardless of quality. (ratings uncorrelated with quality) and uppor | feel bad for the person/persons who are engaging in this hacking behavior.
. jbutions and Mouves will prediCt differen oting orrating toimpac Confederates and researchers provide quality records the perpetrator and pattern of bias
attri ] t a nteced ents _ reputations and arguments i : . . : : :
- Hypothesis: Differen different behaviors. ratings for comparison. or inconsistency. Cognitive- | feel bad for the target of this hacking behavior.
WOFklng otivations’ and thus . quest'\On 17? Digital Blockade Confederates inform participants of “bugs HASTI records users’ attempts as well as ) | cannot understand why anyone would ever engage in such behavior.
attributhﬂS/m ionships found | . . that can be manipulated to stop others from simulating the digital blockade. Affective : , : L ,
te the relation Blocking of others authorized : : . _ | generally disapprove of this hacking behavior in this case.
ions can modefa _ t diffe!’ent bases . suggesting arguments or voting to earn points R68|stance _ _ _ _ T
hnological interventio 1l be needed to impac activities and gain reputation This hacking behavior really is not justified.
1eC ) 1 Wi ' P
2. What i Different mterventh”S i Confederates role play hackers capable of HASTI module will record and enact hacking The behavior is morally wrong.

Working HypotheSIS- Areils certain unauthorized activities. requests and track request sources Behavioral If | knew who was doing the hacking, | would try to tell the authorities.
Unauthorized access or Participants can request the confederate’s (perpetrators) as recorded by confederates - I’d try to find a way to stop the person or persons doing the hacking if | could
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