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• However, there is evidence that distrust, being distinct from trust, has its own unique antecedents, 
including factors that result in suspicion and bias perceptions (Moody et al., 2010) . 

 
ATTRIBUTION THEORIES 
 
• Attribution theory identifies dimensions by which persons tend to assign causality as they interpret 

the world around them, and links those attributions to motivations, emotions, and behaviors (Hareli 
& Weiner 2002; Weiner 1985, 2011). 

 

• Internal and controllable attributions about perceived negative behaviors lead to anger and blame 
more so than, for example, internal but unintentionally caused behaviors such as incompetent 
behavior due to an internal uncontrollable lack of knowledge (Allred 2000) 

 

• Other social emotions (e.g., anger and envy) may be related to different combinations of 
attributions, and different judgments and behavioral responses. 

 
THEORIES OF RECIPROCITY 
 
• Theories of reciprocity such as social exchange theory (Emerson 1976) posit that norms and 

exchange rules, such as reciprocity, guide our behaviors (Cropanzano & Mitchell 2005).  
 

• When faced with blameworthy harmful behaviors, through both intuition and perhaps motivated 
reasoning, the majority of people prefer to reciprocate with retributive punishments that would give 
others “what they deserve” rather than utilitarian punishments which might simply remedy damage 
or prevent future harm from occurring (Carlsmith & Darley, 2008). 
 

We propose that two particularly promising interventions, capable of disrupting links 
between distrust antecedents and unauthorized online behaviors, include transparency 
(to diffuse distrust attributed to non-blameworthy bases), and accountability (to diffuse 
distrust attributed to blame-worthy antecedents). 
 

• Technology-Facilitated Transparency 
 

Transparency has been defined as the open sharing of relevant information (Akkermans et al 2004) 
and has been found to predict both trust and legitimacy (e.g., Lang & Hallman 2005; Nicolaou & 
McKnight, 2006). While a key feature of transparency is making information available, in today’s 
information age, too much information is often a problem. We hypothesize that effective transparency 
depends on the utility and relevance of the information provided, which will vary according to 
individual values. By helping people to identify and track information they trust versus do not trust, 
transparency can serve a utilitarian function of protecting people from untrustworthy information, and 
counteract the impacts of antecedents of distrust that evoke that utilitarian motive (e.g., 
incompetence).  
 
• Automated Accountability 
 

The belief that one will be held accountable can increase mental effort and complexity of cognitive 
processing (e.g., Tetlock 1983a, 1983b). In addition, accountability may reduce the negative impacts 
of distrust by providing a sense of procedural justice through the identification and punishment of 
those judged as blameworthy, and by increasing the legitimacy of the regulating institutions (Tyler 
2002).  

If I were in a position to help with such hacking efforts, I would do so. 
If I had the skill, I would probably help in the effort.  
The hacking behavior is morally right.  
The hacking behavior is justified.  
Personally, I approve of this hacking behavior in this case.  
I can understand why this person would engage in that hacking behavior.  
I feel bad for the person/persons who are engaging in this hacking behavior.  
 
I feel bad for the target of this hacking behavior.  
I cannot understand why anyone would ever engage in such behavior.  
I generally disapprove of this hacking behavior in this case.  
This hacking behavior really is not justified.  
The behavior is morally wrong.  
If I knew who was doing the hacking, I would try to tell the authorities.  
I’d try to find a way to stop the person or persons doing the hacking if I could.  
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TRUST THEORIES 
 
• Commonly mentioned 

antecedents of distrust 
include perceptions of 
malevolence, deceit, 
and incompetence—the 
opposite of factors 
promoting trust 
(McKnight & Choudhury 
2006; McKnight et al. 
2004).  
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