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e SAE J1939 protocol for internal communication in heavy vehicles
* Attack detection and mitigation in real-time under resource constraints
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* Investigating how redundancies in CPS can be used
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* Using ML to fingerprint ECU behavior for anomaly
detection
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* Using predictive analytics to reconstruct values of
compromised ECUs
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* Broader Impacts * Broader impact and education * Broader Impact and Broader

e Direct Stakeholders participation Participation:
— Heavy vehicle fleet managers * Educating students in multiple * SAE refined specs after revealing
— US Military disciplines potential attacks

* Research Stakeholders * Engaging NMFTA and OEMs e Mentored two minority students
— Heavy vehicle manufacturers * Cyber truck Challenge Competition ¢ Mentored two 1st gen students
— Heavy vehicle security researchers + Hired by TESLA, PWC
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