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Introduction
■ NIST: Guidelines for Smart Grid Cybersecurity

■ Evolution of cybersecurity

■ Contribution of Guidelines
– Actor descriptions
– Composite view of actors within domains 
– Logical reference model
– CIA levels for LICs
– Mitigations for LICs

■ Limitations
– No way to define criticality of actors
– Inconsistencies
– No methodology to define risk of system or category of systems



Background Terminology

■ Actor/System

■ Domain

■ Zone

■ Logical Interface (Category)

■ Risk Formula
– Function of threat, vulnerability, and consequence (impact)
■ Interagency Security Committee: The Risk Management Process for Federal 

Facilities



Goal
■ Develop methodology and risk formulas that all 

players in the smart grid can utilize

■ Subjective decisions, but analysis itself is based 
primarily on quantitative data

■ Two formulas
– 1: Actors defined in the Logical Inference Model
– 2: 8 categories that were created from the 22 

LICs

Actors in Domains
Source: Guidelines



Formula 2 Categories

■ make overarching categories from the 22 LICs

■ easier to identify certain general descriptions/characteristics that can be given a 
risk value

■ similarities taken into account:
– Types of domains actors found in
– Shared actors
– Functions

■ Not mutual exclusive or disparate

Formula 2 Categories



Threat

■ Guidelines provides no quantifiable threat levels

■ Smart Grid Architecture Model (SGAM)
– provides threat values based on where different domains and zones intersect

Threat Value Recommendation Per Layer 
Source: Smart Grid Information Security



Threat Value Descriptions
Source: Smart Grid Information Security Actors Mapped onto SGAM



Threat Components

■ Formula 1 
– 1. Threat value of each actor
– 2. Average threat value of all bordering actors 

■ Formula 2
– 1. Average threat value of actors
■ calculated by dividing the sum of all threat values of all actors by the number of 

appearances of those actors



Vulnerability

■ Actors are interdependent because of interfaces that connect them

■ Quantifying vulnerability is important because a system becoming compromised can 
leave many others vulnerable

■ Inconsistency 

Logical Interfaces Between Actors
Source: Guidelines



Vulnerability Components

■ Formula 1 
– 1. Number of logical interfaces
– 2. Number of domains spanned by interfaces
■ More domains an attacker gains access to, more vulnerable entire smart grid 

becomes

■ Formula 2
– 1. Number of domains that the LICs collectively spanned
– 2. Average number of actors found in LICs 



Impact

■ Takes into account just how devastating an attack on a particular actor of type of 
actor is

■ CIA

■ Other security characteristics 

CIA Impact Levels
Source: Guidelines

Table 4 – Impact Level Descriptions
Source: Guidelines



Impact Components

■ Formula 1 & 2
– 1. Confidentiality Score
– 2. Impact Score
– 3. Availability Score

■ Formula 1: logical interfaces of each actor belong to certain LIC
– Each actor’s logical interfaces have impact levels for three components
– Values were averaged across these interfaces to find CIA scores

■ Formula 2: LICs in all 8 categories were averaged for their CIA scores



What makes a Good Formula

■ Accuracy
– Correct weightings and offset, function

■ Normality 
– Kurtosis (tail-heaviness) and skewness (measure of symmetry) close to 0

■ Usability 

– Scale down values using f(x) = !"# ∗(&"'().)
,#&.",-.. + 𝑎



Conclusion

■ Formula 1:
– Risk = (Threat Value*Threat of Bordering Actors)+((Number of Logical 

Interfaces/3)*Number of Domains)+(0.25 * (C Score+0.5)*(I Score+1)*(A 
Score+2))

– Kurtosis: -0.187, skewness: 0.598

■ Formula 2:
– Risk = 2.25*Threat Value + (0.7)*(Number of domains+(Average Number of 

Actors/2)) + (0.125*(C Score+0.5)*(I Score+1)*(A Score+2))
– Kurtosis: -0.132, skewness: -0.749



Formula 1 - Scaled Risk Value

Formula 2 - Scaled Risk Value



Use Case: Puerto Rican Smart Meter

■ 2009: Puerto Rican smart meters hacked by attackers using optical converter 
device that allowed them to alter the settings for recording power consumption. 

– Speculative estimate of $400 million annually
– difficult to quantify the adverse effects resulting after a system like this one 

has been compromised. 

Actor Threat Threat of 
Bordering Actors

Number of 
Logical 

Interfaces

Number of 
Domains 

Confidentiality 
Score

Integrity 
Score

Availability 
Score

Formula 1 
(Unscaled)

Formula 1 
(Scaled)

8 Meter 1 1.71 7 4 1.78 2.83 1.44 18.57 3.53



Discussion

■ Limitations
– Subjective decisions for values included
■ Other security characteristics: authenticity, attack signature, computing power, 

latency, professionalism of attacker

– Formula 2’s categories

■ Future Work
– Changing formula 
– Inclusion of mitigations: common and unique
– TLP



Sources

■ Guidelines for Smart Grid Cybersecurity, NIST

■ Smart Grid Information Security, Smart Grid Coordination Group

■ https://krebsonsecurity.com/2012/04/fbi-smart-meter-hacks-likely-to-spread/

■ The Risk Management Process for Federal Facilities, Interagency Security 
Committee


