Discovering Software Vulnerabilities through
Interactive Static Analysis

<

N\

UNC CHARLOITE

Challenge:

Software vulnerabilities are

a major source of security
problems

Programmers need tools
to help them detect and
mitigate security
vulnerabilities during
development.

Solution:

Understand how
developers diagnose
security warnings

Interactive static analysis
in the IDE to increase

awareness and practice of

secure programming.
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+  Why was this line marked?

request.setAttribute ("A
PrintWriter out re

“? "Potential Security Vulnerability Detected”
“? Read More

5 | Sanitize HTML

s | Sanitize URL

© Extract to method

40 Remove surrounding 'if' statement

4 What could happen if this warning is ignored?

nse.getWriter

E out.println("Account " + account.toString() + " found"):

ASIDE: Application Security in the IDE.
Prototype interactive static analysis tool.

Provides security vulnerability warnings in
the IDE, explanations of the vulnerability
and how to prevent it, and automatic
code generated for sanitization.

This code uses the printin method from the PrintWriter object to
output data returned by ““account.toString()™* to the application.
If this is not sanitized, attackers can insert arbitrary malicious code
which will be executed when this data is displayed. This attack is
known as a Cross-Site-Scripting attack.

Use the options below to generate code which will sanitize data
from ""account.toString()"" or click "Read More" for more
information.
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Scientific Impact:

Informs design of security
tools based on user studies
of developers.

Provides an open source
static analysis tool that can
be utilized by developers
and extended by the
research community.

Broader Impact:

Reduces the security
vulnerabilities that
programmers implement,
in turn will reducing the
security risks for users of
those applications.

Demonstrates a new
paradigm of vulnerability
detection which can be
incorporated into
commercial tools.



