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Electronic payments have many benefits, including improved 
throughput, new capabilities (congestion-based pricing etc.), user 
convenience, and they allow the easy collection of useful data 
about customer behavior. That makes them especially suitable for 
use in transportation payment systems. Yet, currently employed 
systems present no means to protect the user's locational privacy. 
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E-cash Withdrawal 
 

The bank issues coins 
to the user. Coins have 
a serial number and the 

user ID encoded in a 
blinded fashion. Some 
schemes additionally 
allow to encode user 

attributes (e.g. the age). 
This allows selective 
data collection and 

private variable pricing. 

Spending 
 

The user spends coins to the shop. He can additionally reveal attributes 
that are encoded into the coin. The shop can verify the validity of the coin 

offline, but not check, whether coin had been spent before.  

Deposit 
 

The shop deposits 
its coins to its bank 
account. The bank 

checks whether  the 
received coin had 
been deposited 
before. If a user 

had spent the same 
coin before, his 
identity can be 

revealed from the 
coin. 

Problem Statement 
  

•  E-cash based on public-
key cryptography (very 
computationally intensive) 

•  Payments in public 
transportation systems 
should not exceed 400 ms 

•  Loading payment device 
should not take longer than 
a few seconds 

•  Payment devices limited in 
computation capabilities 
and power 

We implement schemes that can be based on Elliptic Curve 
Cryptography (ECC). Though the most efficient established 
public-key scheme, it is still computationally intensive. 

Implementation on BlackBerry Bold 9900 
 
 

Implementation on UMass Moo 
 
 

•  Computational RFID tag 
•  Passively powered 
•  Can communicate over a distance of up to several meters 
•  Approximates future payment tokens 
•  Implemented Brands’ Untraceable Offline Cash scheme [1] 
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•  NFC-enabled mobile phone 
•  Implementation of cryptographic 

framework in Java impossible => 
had to make use of API 
functionality 

•  Used Bouncy Castle for ECC 
framework on terminal side 

The execution time for the spending of a coin on the UMass 
Moo is 13 ms, while withdrawal takes 4.5 sec. 

→ Feasible to execute the spending on the RFID tag, while 
the withdrawal part is still problematic. 
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