EAGER: An Open Mobile App Platform to

Support Research on Fraudulent Reviews

Pls: Bogdan Carbunar, FIU
https://users.cs.fiu.edu/~carbunar/caspr.lab/socialfraud.html

Objective: Understand fraud worker constraints and strategies

Install

. o
Rate, Review E

User

Search Rank Fraud and Its Impact System & Adversary Model

Upload
App/Malware

* Fraud workers hired to promote products online

* Peer-opinion systems (Google, Amazon) and social nets
(Facebook, Twitter) Peveloper

 Top 10 VPN apps on Google Play likely censor-controlled §£Zﬁisﬁ:ﬁm°\ % Fake installs & reviews
"-'? | : G HREE"! ':5’:”."‘\5;51' ; ; ;

Workers

Challenges

1. Fraud originates from diverse human
workers and organizations

2. Lack of ground truth fraud and honest
behavior data

3. No platform to evaluate developed
solutions with live workers

4. State-of-the-art unable to curb
organized online fraud

Scientific Impact

* Develop relevant fraud defenses:

— Protect against real (not assumed)
adversaries

Photo reproduced with * Evaluate defenses online, with real adversaries
participant permission  Enable investigations into political trolls

Approach
e Structured interview study

— 18 Black Hat App Search Optimization (ASO) workers
— recruited from 5 freelancing sites

* Quantitative investigation
— 39 other ASO workers recruited from the same sites.
— 1,164 Google Play accounts they revealed to control

— 118 questions about fraud they post on Google Play — 21,767 fake reviews posted from them, for 6,362 unique apps

Myth busts:
 Some workers avoid review spikes

Fraud workers have evolved to
e Have access to substantial resources

Summary of Results: Organization

* Physical vs. online teams vs. organic fraud e Avoid detection * Some workers avoid lockstep behaviors
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