SaTC: CORE: Small: Collaborative: Enabling Precise and Automated
Insecurity Analysis of Middleware on Mobile Platforms

Android Framework code
- Analysis tools Vulnerability
Attacks to be i tigated instances
M N Enabling algorithms
. and techniques
— — Proof-of-concept
Malicious apps | | Victim apps | Architecture exploits
Android Framework Analysis platform
A running Android system
Research

Objective
Middleware on Mobile Platforms (MoMP), such

as Android Framework, 1s vulnerable and
exploitable. We aim at systematic, precise and
automated insecurity analysis of MoMP.

The proposed research is to propose

architectural designs, algorithms, and

techniques for insecurity analysis of
MoMP.
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