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•  A	  system	  with	  a	  dual	  no7on	  of	  correctness:	  
–  Logical	  correctness	  (“it	  does	  the	  right	  thing”);	  
–  Temporal	  correctness	  (“it	  does	  it	  on	  7me”).	  

•  A	  system	  wherein	  predictability	  is	  as	  important	  
as	  performance.	  

•  A	  Simple	  Example:	  A	  robot	  arm	  picking	  up	  
objects	  from	  a	  conveyor	  belt.	  

What	  is	  a	  Real-‐Time	  System?	  
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•  Consider	  a	  set	  τ	  of	  n	  periodic	  tasks	  on	  m	  processors:	  
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Checking	  Timing	  Constraints:	  Schedulability	  Tests	  

•  W.r.t.	  scheduling,	  we	  actually	  care	  about	  two	  kinds	  
of	  algorithms:	  
– Scheduling	  algorithm	  (of	  course).	  
•  Example:	  Earliest-‐deadline-‐first	  (EDF):	  Jobs	  with	  earlier	  
deadlines	  have	  higher	  priority.	  

– Schedulability	  test.	  

Test	  for	  
EDF	  

τ	  
yes	  

no	  

no	  7ming	  requirement	  
will	  be	  violated	  if	  τ	  is	  
scheduled	  with	  EDF	  

a	  7ming	  requirement	  
will	  (or	  may)	  be	  	  
violated	  …	  

Capacity	  loss	  occurs	  when	  test	  requires	  conserva7ve	  
assump7ons	  about	  task	  execu7on	  7mes,	  the	  manner	  in	  
which	  tasks	  delay	  each	  other,	  etc.	  

10	  



Sixth	  Annual	  Cyber-‐Physical	  Systems	  Principal	  Inves9gators’	  Mee9ng	  
Arlington,	  VA	  –	  November	  16-‐17,	  2015	  

CPS	  1239135,	  PI:	  James	  H.	  Anderson,	  
UNC	  Chapel	  Hill,	  co-‐PI:	  Frank	  Mueller,	  
NC	  State	  University.	  

Outline	  

•  Real-‐7me	  101.	  
•  Problems	  caused	  by	  mul7core.	  
– “The	  one-‐out-‐of-‐m	  problem.”	  
– Why	  this	  is	  an	  important	  problem.	  

•  Solu7on	  strategy.	  
•  Evalua7on.	  
•  Project	  summary.	  

11	  



Sixth	  Annual	  Cyber-‐Physical	  Systems	  Principal	  Inves9gators’	  Mee9ng	  
Arlington,	  VA	  –	  November	  16-‐17,	  2015	  

CPS	  1239135,	  PI:	  James	  H.	  Anderson,	  
UNC	  Chapel	  Hill,	  co-‐PI:	  Frank	  Mueller,	  
NC	  State	  University.	  

Schedulability	  Problems	  Caused	  by	  Mul9core	  
•  With	  mul7core,	  the	  state	  of	  the	  art	  today	  in	  many	  
safety-‐cri7cal	  domains	  such	  as	  avionics	  is	  to	  disable	  
all	  but	  one	  core.	  

•  Why?	  
– On	  a	  machine	  with	  m	  cores,	  analysis	  pessimism	  can	  easily	  
cause	  capacity	  loss	  of	  m	  –	  1	  or	  greater.	  

– We	  call	  this	  the	  “one-‐out-‐of-‐m”	  problem:	  	  
Given	  m	  cores,	  the	  capacity	  of	  the	  addiAonal	  	  
m	  –	  1	  cores	  is	  wasted.	  

–  This	  is	  the	  most	  important	  open	  problem	  concerning	  “real-‐
Ame	  on	  mulAcore”	  today.	  
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The	  Root	  of	  the	  Problem	  

•  This	  problem	  is	  caused	  by	  the	  presence	  of	  
shared	  hardware	  (caches,	  buses,	  memory	  
banks,	  etc.)	  that	  is	  not	  predictably	  managed.	  

•  See	  the	  FAA	  posi7on	  paper	  CAST	  32	  for	  an	  
extensive	  discussion	  of	  problems	  caused	  by	  
shared-‐hardware	  interference.	  
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Our	  Solu9on	  Strategy	  

•  W.r.t.	  lessening	  capacity	  loss	  generally	  (even	  on	  
uniprocessors),	  two	  orthogonal	  approaches	  have	  
been	  inves7gated	  previously:	  
– Hardware-‐management	  techniques	  that	  reduce	  
hardware	  interference.	  

– Mixed-‐cri9cality	  analysis	  techniques	  that	  enable	  less	  
cri7cal	  tasks	  to	  be	  provisioned	  less	  pessimis7cally.	  
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Our	  Solu9on	  Strategy	  
•  Our	  work	  focuses	  broadly	  on	  research	  ques7ons	  that	  
arise	  when	  applying	  both	  approaches	  together.	  
–  Can	  beKer	  plaLorm	  uAlizaAon	  be	  realized	  if	  hardware	  
resources	  are	  managed	  differently	  at	  different	  criAcality	  
levels?	  

–  If	  so,	  how	  should	  resources	  be	  managed	  both	  within	  and	  
across	  criAcality	  levels?	  

– We	  are	  addressing	  such	  ques7ons	  in	  the	  context	  of	  a	  
resource-‐alloca7on	  and	  analysis	  framework	  developed	  by	  us	  
called	  MC2	  (mixed	  cri9cality	  on	  mul9core).	  
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cri9cality-‐aware	  way.	  
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We	  can	  provision	  tasks	  in	  a	  
cri7cality-‐aware	  way.	  Task	  Execu7on	  Times	  
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A	  major	  analysis	  component	  here:	  We	  require	  
mixed-‐cri9cality	  schedulability	  analysis	  that	  can	  
be	  applied	  to	  validate	  7ming	  constraints.	  
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We	  can	  allocate	  arbitrary	  rectangular	  regions	  
of	  the	  shared	  L2	  cache	  to	  sets	  of	  tasks.	  
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Level	  A&B	  Tasks	  on	  Core	  0	  

We	  can	  allocate	  arbitrary	  rectangular	  regions	  
of	  the	  shared	  L2	  cache	  to	  sets	  of	  tasks.	  
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Level	  A&B	  Tasks	  on	  Core	  0	   Level	  C	  Tasks	  and	  the	  OS	  

We	  can	  allocate	  arbitrary	  rectangular	  regions	  
of	  the	  shared	  L2	  cache	  to	  sets	  of	  tasks.	  
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We	  have	  an	  op9miza9on	  framework	  that	  
can	  automa7cally	  produce	  such	  alloca7ons.	  

We	  can	  allocate	  arbitrary	  rectangular	  regions	  
of	  the	  shared	  L2	  cache	  to	  sets	  of	  tasks.	  



Sixth	  Annual	  Cyber-‐Physical	  Systems	  Principal	  Inves9gators’	  Mee9ng	  
Arlington,	  VA	  –	  November	  16-‐17,	  2015	  

DRAM	  
Bank	  6	  

28	  

DRAM	  
Bank	  0	  

.	  .	  .	  

L1	  Instr	  
Cache	  

L1	  Data	  
Cache	  

	  
	  

CPU	  0	  

	  
	  

CPU	  1	  

	  
	  

CPU	  2	  

	  
	  

CPU	  3	  

DRAM	  
Bank	  1	  

DRAM	  
Bank	  2	  

DRAM	  
Bank	  3	  

DRAM	  
Bank	  4	  

DRAM	  
Bank	  5	  

DRAM	  
Bank	  7	  

CPS	  1239135,	  PI:	  James	  H.	  Anderson,	  
UNC	  Chapel	  Hill,	  co-‐PI:	  Frank	  Mueller,	  
NC	  State	  University.	  

Level-‐A	  Tasks	   Level-‐A	  Tasks	   Level-‐A	  Tasks	   Level-‐A	  Tasks	  

Level-‐B	  Tasks	   Level-‐B	  Tasks	   Level-‐B	  Tasks	   Level-‐B	  Tasks	  

Level-‐C	  Tasks	  

L1	  Instr	  
Cache	  

L1	  Data	  
Cache	  

L1	  Instr	  
Cache	  

L1	  Data	  
Cache	  

L1	  Instr	  
Cache	  

L1	  Data	  
Cache	  

Shared	  L2	  Cache	  

MC2	  (Mixed-‐Cri9cality	  on	  Mul9core)	  



Sixth	  Annual	  Cyber-‐Physical	  Systems	  Principal	  Inves9gators’	  Mee9ng	  
Arlington,	  VA	  –	  November	  16-‐17,	  2015	  

DRAM	  
Bank	  6	  

29	  

DRAM	  
Bank	  0	  

.	  .	  .	  

L1	  Instr	  
Cache	  

L1	  Data	  
Cache	  

	  
	  

CPU	  0	  

	  
	  

CPU	  1	  

	  
	  

CPU	  2	  

	  
	  

CPU	  3	  

DRAM	  
Bank	  1	  

DRAM	  
Bank	  2	  

DRAM	  
Bank	  3	  

DRAM	  
Bank	  4	  

DRAM	  
Bank	  5	  

DRAM	  
Bank	  7	  

CPS	  1239135,	  PI:	  James	  H.	  Anderson,	  
UNC	  Chapel	  Hill,	  co-‐PI:	  Frank	  Mueller,	  
NC	  State	  University.	  

Level-‐A	  Tasks	   Level-‐A	  Tasks	   Level-‐A	  Tasks	   Level-‐A	  Tasks	  

Level-‐B	  Tasks	   Level-‐B	  Tasks	   Level-‐B	  Tasks	   Level-‐B	  Tasks	  

Level-‐C	  Tasks	  

L1	  Instr	  
Cache	  

L1	  Data	  
Cache	  

L1	  Instr	  
Cache	  

L1	  Data	  
Cache	  

L1	  Instr	  
Cache	  

L1	  Data	  
Cache	  

Shared	  L2	  Cache	  

MC2	  (Mixed-‐Cri9cality	  on	  Mul9core)	  

We	  can	  also	  allocate	  DRAM	  
banks	  to	  certain	  sets	  of	  tasks.	  
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Outline	  

•  Real-‐7me	  101.	  
•  Problems	  caused	  by	  mul7core.	  
– “The	  one-‐out-‐of-‐m	  problem.”	  
– Why	  this	  is	  an	  important	  problem.	  

•  Solu7on	  strategy.	  
•  Evalua7on.	  
•  Project	  summary.	  
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This	  is	  one	  of	  500	  graphs	  from	  
an	  overhead-‐aware	  schedulability	  study.	  
	  

In	  such	  studies,	  different	  resource	  
alloca7on	  approaches	  are	  compared	  
on	  the	  basis	  of	  schedulability	  with	  
actual	  measured	  overheads	  considered.	  
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Can	  have	  total	  u7liza7ons	  
exceeding	  4	  (the	  assumed	  
processor	  count)	  because	  
hardware	  management	  
lessens	  task	  execu9on	  9mes,	  
reducing	  task	  u7liza7ons.	  
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	   Of	  the	  task	  systems	  

with	  total	  u9liza9on	  
4.5	  in	  an	  unmanaged	  
system,	  88%	  were	  
schedulable	  under	  the	  
“red”	  scheme.	  
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Scien9fic	  Impact:	  	  
•  Proposed	  framework	  can	  

be	  generally	  applied	  to	  
support	  computa9onally	  
intensive	  real-‐9me	  
workloads	  on	  mul9core.	  

•  Workloads	  4-‐8×	  “larger”	  
were	  enabled	  in	  
experiments.	  

Solu9on:	  	  
•  Combine	  shared	  hardware	  

management	  with	  mixed-‐
cri9cality	  provisioning.	  

•  Enforce	  isola9on	  where	  
needed	  but	  enable	  sharing	  
where	  possible.	  

Challenge:	  	  
•  To	  enable	  the	  usage	  of	  

mul9core	  plaKorms	  in	  
safety	  cri7cal	  domains,	  
par7cularly	  avionics.	  

•  On	  mul7core,	  cross-‐core	  
interac9ons	  are	  hard	  to	  
predict.	  

Broader	  Impact:	  	  
•  Adopted	  approach	  

devised	  in	  consulta7on	  
with	  avionics	  industry	  
colleagues.	  

•  Research	  directly	  targets	  
concerns	  raised	  in	  the	  
FAA’s	  CAST	  32	  report.	  

•  Two	  new	  CPS	  courses	  
created.	  
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Project	  Summary	  
CPS:	  Breakthrough:	  Collabora9ve	  Research:	  Bringing	  the	  Mul9core	  

Revolu9on	  to	  Safety-‐Cri9cal	  Cyber-‐Physical	  Systems	  
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