Enhancing Security Education through Transiting Research on
Security in Emerging Network Technologies

Younghee Park, Hongxin Hu, Xiaohong Yuan

Challenge: Scientific Impact:

* Very fc_aw edugational *  Build an open laboratory
materials designed to engag based on CloudLab, an NSF-
studentsin effective learning S D N sponsored cloud platform,

. + . . i
of SDN and NFV security DN Controller for SDN and NFV security

. Need to meet the ever- N FV A education
increasing demand for high [ Iy *  Design SDN/NFV security
quality cybersecurity ; _ : hands-on labs and
professionals with expertise Siteh 1 undergraduate research
in SDN and NFV security D\ witc D orojects, and develop an

- . curriculum along with
-3 . b?/ - faculty workshops
. Host 1 )

Solutions: Switch 2 Switch 3 Broader Impact:

*  Develop an open Ia_boratory «  Develop an open SDN/NFV
for SDN/NFV security e labs in CloudLab
education using CloudLab .

«  Engage students through *  Strengthen cybersecurity
hands-on lab development @t orien o curricular .and Iz_)uﬂd

«  Improveundergraduate — partnerships with other
research capabilities in <] institutions
SDN/NFV security - e  Course materials including

*  Inspire the research-to- u a °°°°°° videos, lecture slides, and
education transition through quizzes are disseminated
faculty workshops online

Project Link: https://irislab.me/index-lab.html * Many users are using our

Younghee Park, San Jose State University labs in classes

Hongxin Hu, Clemson University San José State CLEMSON North Garolina

Xiaohong Yuan, North Carolina A&T University UNIVERSITY ~  owWTvEekerr? A St Univerity”




