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Sample	Stepwise	Challenges	 Scien9fic	Impact:		
•  Organized	security	challenges	

and	concepts	in	groups	and	
linked	them	with	stepwise	
problem-solving	puzzles.	

•  Iden>fied	factors	that	do	not	
change	the	nature	of	an	
educa>onal	challenge	but	
prevent	simple	replaying	of	
known	exploita>ons.		

Solu9on:		
•  Developed	Stepwise	&	

Reusable	Educa>onal	
Challenges	

•  Evaluated	the	effec>veness	
and	learning	outcome	for	
applying	problem-solving	
challenges	under	various	
setup	

Challenge:		
•  Prac>cal	Cyber	Security	

Educa>on	needs	con>nuous	
development	of	hands-on	
exercises,	such	as	CTF	
challenges.	

•  CTF	challenges	are	difficult	to	
develop	and	can	only	be	used	
once	(aMer	a	write-up	is	
published).	

Broader	Impact:		
•  Provide	a	plaOorm	for	

building	and	managing	
reusable	challenges	for	
security	educa>on	

•  Introduce	security	related	
components	to	non-
security	courses.	

•  Enhance	students’	hands-
on	skills	
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Old but Easy

Fresh & Difficult

Disable lib ASLR or bruteforce
            using "ulimited -s ulimited"
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Smash the Stack Attack

Generate	Reusable	Challenges	
Vulnerable Program Template

Identify Mutation Factors
(buffer size, variable order …)

Randomize

Challenge1 Challenge2 Challenge_N

Exploit1

XX replay denied


