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Abstract: Over the last 7 years, the number of identified vulnerabilities in mobile operating systems has skyrocketed, posing a great
threat to device users. Once a mobile device is compromised (e.g. rooted), all the sensitive data and operations on it will be
compromised. To counter such a threat, mobile devices today provide a hardware-protected area called Trusted Execution Environment
(TEE) to help protect users from a compromised OS. Unfortunately today’s TEE is primarily leveraged by vendor applications, because
non-vendor app code is considered untrusted inside TEE. We propose a novel design to integrate TEE with mobile OS to allow non-vendor
apps to leverage TEE in a transparent way. We achieve this by incorporating TrustZone support at the operating system level, so apps can
leverage TrustZone support without adding app-specific code into TEE. We implement our design TruZ-Droid by integrating TrustZone TEE
with the Android OS. TruZ-Droid allows non-vendor apps to leverage TEE to protect: (i) user secret input & user acknowledgement, and
(ii) sending of user secret to the authorized server. We build a prototype phone using the TrustZone-enabled HiKey board to evaluate our
design. We demonstrate TruZ-Droid's effectiveness by adding new security features to existing applications to solve real-world problems.
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