Motivation

Brainprints, like other biometrics, may be possible to circumvent- which may cause

security vulnerability.

The objective is to systematically and
comprehensively investigate the
vulnerabilities and resistance of brainprint
biometrics to psychological and
computational attacks.

/ Psychological Vulnerabilities: Feasibility of\

impersonating a brainprint via biofeedback.
Resistance of the braintprint to being elicited
under duress.

Computational Vulnerabilities: fake or
falsified biometric trait and compromised
\biometric templates.

/

Attack Models

* Replay/Presentation Attack
Stimuli Database Attack

Chronic/Acute
Coercion
Attack

1o

user
under
duress

brainwaves

challenge

Chronic / Acute Coercion Attack
Biofeedback Entrainment Attack

database

&

A M sl | €

authorized

stimulus

6

Replay Attack

user

~

&) Y

- 4
>

| [©

U 2L TN W
] Biofeedback
Entrainment
Attack

-
— authenticated |
? ' ' > N
__ o
S e
NMAAANA
) [~ ) v
b MmN A N | ¢

fo

Stimuli D

atabase

Breach

@

Psychological Coercion Attacks

» Blackmail-type chronic coercion

* Threat-of-violence-type acute coercion
» Rationale: Forms of coercion that
place psychological stress on the user
\may cause brain activity to deflect

Approaches

Computational Attacks
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