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* Too many alerts and too little time! * Not enough up-to-date cyberattack scenarios for the community  ASSERT: semi-supervised and dynamic generation of unique attack
* How can defense stay ahead? — | T to build knowledge & solutions. behavior models without expert knowledge.

e Never enough expert kn OW|€dgE! — E:::::Z o Cybe rattacks are diverse & fast-evolvi ng W/ little grou Nnd truth. A OkutanandS. J. Yang, “ASSERT: Attack Synthesis and Separation with Entropy Redistribution towards
— Predictive Cyber Defense”, Springer Journal on Cybersecurity, 2:15, May 20109.

* Observables with categorical features are heterogeneous, o0, @, 7 e, Sl S, ardl 6.0, Vot “BpieTe Cenentiem e sl G el v
N Oi sy, in com p | et e, an d d ece ptiV e. Engineered Alert Features,” in Proceedings of 2019 IEEE MILCOM, USA, Nov 12-14, 2019, Norfolk, VA..

+  No sufficient theoretical grounding connecting adversary CASCADES: generation of synthetic attack scenarios extrapolated from

behavior to computational techniques. extracted attack behavior models.

*S. Moskal, S. J. Yang, & M. Kuhl, “Cyber Threat Assessment via Attack Scenario Simulation using an Integrated

Transforming passive, reactive cyber defense into one with * No efficient learning algorithm to create interpretable summary  Adversary and Network Modeling Approach,” Journal of Defense Modeling and Simulation, 15.1, pp.13-29, 2018.
. b I I . d . . I I f t | d ti | h teristi f t . | f t *C. Sweet, S. Moskal, and S. J. Yang, “On the Veracity of Cyber Intrusion Alerts Synthesized by Generative
actionable real-time predictive intelligence. of temporal and spatial characteristics from categorical features. o carinl Networks” arXiv:1908.01219 [cs.LG]

ASSERT:Architecture and Process Flow ASSERT:Visualizing Attack Models

CPTC Stage Map (Based on alert categories). Input File: Choose File NationalTeam2...lit-1sec.json (size: 12142500 bytes)

Model Counts: 13 / Aggregate Counts: 122 | Evidence Counts: 7107 / Last Timestamp: Sat Nov 04 2017 10:33:17 GMT-0400 (EDT)
- Wait for N intrusion alerts or alerts Previous Dff  Previous  Next | NextDiff |Step 78/5101 (mg Edge Summary
Streaming IDS Alerts i — 5101 edges , m.oy}wgm,) | @ Ensure Access @ Malware Injection @ Unknown @ Specific Exploits @ Data Exiilration @ Escalate Priviedges @ Targeted Scan
' A Polerial Corporate Privacy Violation . Attempted Information Leak .
Y [ e Y Potentaty Bad Traffe Degrade Operations
I I : Jof Soran 1 0l Modil 10 ,
[ 15T 1 3 ) . »
i E / \ i i ) ) o N ) i i " Create nc\: om,oqm:pcow,‘ 1 318 ET DNS Query for .su TLD (Soviet Union) Often 1- - DATA'EXHLTHATION :
11 Feature Lo Dynamic Bayesian Classifier 0 ¥ aggregate: “Iv 2 Malware Related | 11/4/2017,9:21:21 AM ,
. - _ 5g ET DNS Query to a .tk domain - Likely Hostile ‘ " m i
i i Engineering . E E Kullback-Leibler qé) E i Add “'c';(;;::gt:é existing i Create a new aggregate 5952 y! ET POLICY Sryuspicious nbound to MSSOL 2~ AGGREGATE - i .
: : Alert : : Divergence (KLD) g : : N 1 D"xm:;mmsm' E(T)r:’;JAL:IJgY Suspicious inbound to Oracle SQL 3‘ L$3$10025431#1# ’ . :
ii| | Preprocessing ) |[i ! a X ) C':f‘g . 2 S 7% o, 4 CEATURES * 0 sme o e e o
: : : { : : . : : ew moge A g3 ET POLICY Suspicious inbound to PostgreSQL - 5- ) ox ) :
X Adding New :’; Attack Model Generator > 5 % i Y e port 5432 8" L ATTACK_STAGE: DATA_EXFILTRATION |
1 I ) C I / 50 12 uspicious inbound to m 0 . 5 o |
HERS Features J | Model Quality Index c i : Use the inverse of the Kullback- = s | wusbondiomept | 26 ) SoSilgElEy PR
| © Create a new attack model with the By
: : User Centric : : (MQI) c : : . new aggregate Leibler divergence to calculate D,.ma',o,n.,ds.w‘;“m’/ . Vi \ ET POLICY Suspicious inbound to mySQL port 7 |o ( e LTlME_ELAPSEDOVGfS min LI ,
1 o 7)) I 99reg the likelihood for each model 4 . r 3306 y '
: : L Featu = Selectlon : : \ | : : 83 Atempted Danval of Service 4 8 LDEST_IP: 10.0.99143 0 0 : 0
11 / 1 1 7 N [N | ! /4 1 |
i N [ . O H 104 5 Srouce IP (4) 9
N I )] I Y 5 i |
¥ Feature | i Model Merging e ¥ MQI below Classify alert into an existing » 1 Sjmu 10 , e - I
: : K Welghlng / | . g it : : threshold? attack model Aliempled Administrator Priviege Geln) 10.0.254.30 i .
X g —— | ! 10.0.254.31 1 N ot !
e e e e il e e et e e e e e % 10.0.254.34 l , ; I
e v--------------------------------------*' s 10025435 09:00 09:30 1000 10:30
et o o o o
[ Dynamic Attack Models ] - —T1

ASSERT: a semi-supervised Bayesian learning approach with information theoretical measures over non- Interactive visualization that explores the spatial and temporal characteristics exhibited within
parametric, categorical feature space to generate and update empirical attack models in near real-time. each extracted attack model and compare the unique ones to reveal critical attack tactics.

Attack Models Enhance Predictability of Future Actions
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