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FRADE	  models	  three	  aspects	  of	  
human	  interac2on	  with	  applica2on-‐
level	  content	  to	  dis2nguish	  humans	  

from	  bots	  

Scien9fic	  Impact:	  	  
•  The	  first	  effec2ve	  defense	  

against	  applica2on-‐level	  
DDoS;	  applica2on	  and	  OS	  
agnos2c	  

•  FRADE’s	  human	  behavior	  
models	  can	  be	  used	  for	  bot	  
detec2on	  in	  other	  
applica2on,	  e.g.,	  for	  
iden2fying	  click	  fraud	  

Solu9on:	  	  
•  FRADE	  bulds	  three	  models	  

of	  human	  behavior,	  and	  
uses	  them	  to	  iden2fy	  bots	  
and	  separate	  them	  from	  
legi2mate	  users	  

Challenge:	  	  
•  Even	  under	  a	  Flash-‐Crowd	  

AIack	  (FCA),	  websites	  
must	  serve	  legi2mate	  
users’	  requests	  smoothly.	  
How	  to	  dis2nguish	  
between	  bots	  and	  
authen2c	  users?	  

Broader	  Impact:	  	  
•  Today	  all	  online	  

applica2ons	  are	  
vulnerable	  to	  FCA.	  
FRADE’s	  effec2ve	  and	  
efficient	  defenses	  against	  
FCA	  significantly	  improve	  
security	  of	  online	  services	  	  

•  FRADE	  is	  implemented	  as	  
an	  extension	  of	  popular	  
open-‐source	  plaQorms,	  
and	  is	  released	  as	  open	  
source	  
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