
Sixth	Annual	Cyber-Physical	Systems	Principal	Inves9gators’	Mee9ng	
Arlington,	VA	–	November	16-17,	2015	

Scien9fic	Impact:		
•  Common	language	for	prac/cal	

confiden/ality	and	integrity	
requirements	

•  End-to-end	seman/cs:	
adversary	knowledge	and	
influence	

•  Enforcement	leveraging	types,	
asser/ons,	and	rela/onal	
verifica/on	

Solu9on:		
•  Evidently	Policy	Language	

augmen/ng	Java	
Modeling	Language	(JML)	

•  JEST:	Inlined	Monitor	for	
JavaScript	Embedded	in	
Apps	

Challenges:		
•  Enable	developers	and	analysts	

to	specify	fine	grained	
informa/on	flow	

•  Automated	tools	to	soundly	
prove/refute	an	app's	
conformance	with	policy	

Broader	Impact:		
•  High	assurance	app	

markets	for	military	or	
businesses	

•  Enable	use	of	mobile	
apps	in	mission	cri/cal	
situa/ons	

CNS1228695	at	UCF	(Gary	Leavens,	Leavens@cs.ucf.edu),	
CNS1228930	at	Stevens	(Dave	Naumann,	naumann@cs.stevens.edu)	

Flexible	and	Prac9cal	Informa9on	Flow	Assurance	for	Mobile	Apps	
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