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Scientific Impact: 
• This project provides a
forum for the integrated
study of theoretical and
practical aspects of the next
generation of digital
technologies, with a focus
on electrical and computer
engineering, data analytics,
mathematics, game theory,
acoustics, and physics.

Solution: 

• Development of attack-aware
forgery detectors to mitigate
the impact of voice attacks.

• Frame-level authenticity and
integrity verification using
microphonic Signatures and
anti-forensic attack modeling,
detection and counter
measuring.

Challenge: 

• Authenticity and integrity
verification for digital audio.

• Powerful and sophisticated
digital editing and
manipulation tools (e.g.,
Audacity, and Audition, etc.)
have made authentication
and integrity verification
more difficult.

Broader Impact and 
Broader Participation: 
• The proposed research are
envisioned in several areas
including digital forensics,
national security, law
enforcement, cyberspace,
and the entertainment
industry.
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