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Motivation: This Frontiers CPS was among the most productive grants that | had the good fortune to be associated with. In partnership with MIT, Vanderbilt and
Michigan we look at the evolution of societal scale CPS systems combining loT, Al/ML and resilience to attack. We used transportation networks, water
networks and power networks as motivating examples

. . Regulators as.
Figure 1: Convergence of disruptive technologies are driving Digital Transformation. C3 -al + M |CrOSOft fu nded %J[(E}E):I‘Esll(:y
Digital Transformation Berkeley
e . Institute: Berkeley, UIUC, S B | G
0 Chi : Infrastructure '
icago, CMU, LBNL, MIT, . : ]
. I ILLINOI | e
DIGITAL Princeton. Roval Inst. of : flow T e | h THE UNIVERSITY OF ToKko
TRANSFORMATIO" ’ y ' networks : N PRINCETON
Tech, Stockholm, : :
THE BIG - : :
Lo ein Stanford direct outgrowth : :
of FORCES: 2020-30. : Aggregators : ahel Insititute 2014-2019

** Major international partnership between

. Philippine Universities and Berkeley
MIT CPS Track for Undergrads/masters Data Markets: Mechanism 2 Maijor partnership with Singapore (MIT)

Design, Privacy, Cybersecurity

-----------------------------------------------

** NSF Science of Security Lablet led by
[ ————— J Pr——— ) Vanderbilt

Urban Networks
Electricity networks,
water networks,
transportation
networks, demand
forecasting

e +

First and second law of
thermodynamics, heat
transfer, open systems,
renewable energy,
climate models

Mass balance,

. pollution, nutrient
Topics uptake, runoff, species
interactions

Domain

~ M!dj_n_g_nesign . . . . ] .
Integrative Dezign rules that ‘“““"mmg.e:i%n? water %" Design & controlan Girls in Engineering: Major Program for
Projects and sustainability for minimizes cost & meets (including materials, Interesting Middle School Girls in
industries surrounding projected demands HVA_C, plumbing,
4 rontine) STEM/CPS: Prof. Claire Tomlin, now a
, , Optimization+Stats major CoE program at Berkeley
Mothematlcal ODEs, numerical meth- Linear regression, E .
Foundations ods, equilibrium and linear and integer Linear and stochastic

stability analysis programming control

e . o — ————— — ————————— —— — ——— — ——— —— — ———— —— — ——— — ———  —— —
——————————————— ———— —— —— —— ——— — ——— —— ————— ———————— —v— — -’

Final Project

In teams, students develop integrated system models that include both

natural environmental elements and human - engineered components. Human Centrlc CPS HOW doeS one |ncent|V|Ze
They must then use the model to answer some meaningful design question ] .
that E;a.la_nces economic, ?nvirg.rli_rtnental, and social tradeoffs while also gOOd behaVK)r from Iocal prOtOCOI deS|gn? HOW
maintaining engineering feasibility. _ _ _ :

do you design interaction schemes which
enable the lowest “price of anarchy”, difference

between societal good and Nash equilibria
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