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IoT/CPS 

Smart City 

Smart Skin 

Smart Buttons 
Vision – A Smart World 



Vision 

•  What will it really take to build a smart 
world? 

•  Human analogy 

•  CPS Technology (for next gen. IOT) 
–  Safety, control, real-time, adv. signal 

processing/ML,  … 



From the Washington Post 

A Long Way to Go 



2 Overarching Research Qs 

•  Systems of Systems 
–  Direct and Indirect Dependencies and 

Conflicts <at run time> 

•  Scaling to 10-100s of trillions of 
devices and 100s of millions of apps 



Smart Cities 
•  Many services across many domains 

Environment 
• Street Lights 
• Robots Management 
• Waste Management 
• Pollution Control 
• Etc.  

Emergency 
• Fire/Explosion Management 
• Evacuation Aid 
• Inclement Weather Alert 
• Health-Care Dispatch 
• Etc.  

Public Safety 
• Road Accident Management 
• Risky Area Monitor 
• Potential Terrorist Monitor 
• Surveillance Drone 
• Etc. 

Energy 
• Water Usage Monitor 
• Energy Usage Monitor  
• Solar Energy Generation 
Optimization 

Transportation 
• Adaptive Traffic Light 
• Emergency Vehicle Monitor 
• Road Condition Monitor  
• Traffic on Special Events 
• Etc. 



(New) System of Systems 

•  Operating in continuously evolving open 
environments 

•  2nd ary effects on environment 
•  Multi-scale in time and space 
•  Humans-in-the-Loop: safety 
•  Real-Time 
•  Independently developed services and 

apps 



Services in a Smart City 
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Research on :  correctness, safety, security, 
privacy, realisms … 
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Environment as a System 

Indirectly    Indirectly      Indirectly 

H-in-L 



Conflicts/Complicated 

•  Conflicts among Services in Smart Cities 

Traffic  
Service 

Emergency 
Service 

Pollution Service 

Event Service 

Parking Service 

Safety Service 

Energy Service 

Conflict 

Conflict Conflict 



Smart Cities 

Actuators 

Smart Services  

Sensors 
Public Sensors Commercial Sensors Private Sensors 

Access  

Actions  

Static Schedule 
• Bus 
• Waste Manage  
• Street Light 
• … 

Dynamic 
• Transportation 
• Safety 
• Emergency 
• Energy 
• … 
  

Commercial 
• Taxi Service 
• Food Delivery 
• Package Delivery 
• … 
  
  

Watchdog: Decision Making (Opt.) 

Actions  

Actions  

Private 
• Vehicles Navig. 
• Houses Keeper 
• Phone Apps 
• … 

Public Actuators 
  

Private Actuators 

Conflicts 

Intervene 



Watchdog Architecture 



Scaling and Density Issues 

•  10,000 devices/person 
– Ownership 
–  Configuration and Reconfiguration 
– Management 
–  Sharing –A sensing and actuation utility 

•  Runtime Dynamics Paramount 
–  Interference/Conflicts 
–  Safe 
– Operational 



Need a S&A Utility 

Public Commercial Private  

Sensor and  Actuation Layer 

Ownership   Sharing   Management 



Runtime Dynamics 

Runtime 
Safety 
Analysis 

Runtime 
Conflict 
Detection 

Runtime  
(Re)Validation 

Three related needs 



(Re)Validate: Run Time Assurance 
(RTA) 

•  Safety Critical 
•  Long Lived 
 
•  Dynamics of 

Environmental 
Changes  

•  Influences 
Correctness 



Validate-Aware Cyber 

•  Validate and Re-validate that system is 
still operational (at semantics level) 

 
–  Emulate sensor readings 
–  Reduce tests: focus on key functionality 
– Overlap tests and system operation 
–  Evolve required tests 
–  SW design for ease of RTA 

See Run Time Assurance paper in IPSN 2010. 



Summary:  IoT/CPS 

•  Runtime Realisms are paramount 

•  Incredibly complex runtime dynamics 

•  Scale, density, uncertainty, runtime 
safety, validation and conflict 
detection,  personalization, … 


