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Introduction

Educational activities lack in advanced state-of-the-art laboratory to help students to implement many of the
learnt hardware security primitives, attacks, and countermeasures, obtain results, and analyze the results in a
systematic manner.

Furthermore, given the very expensive set of instruments a
hardware security lab may require to perform widely
varying hardware security experiments (from Trojan
attacks to reverse engineering), many of the colleges and
universities cannot afford establishing them In their
Institutions. Multiple levels of electronic hardware (chips,
circuit boards, and systems), which are subject to different
attack modes and protection mechanisms, adds to the
difficulty In creating such a Ilab that provides
comprehensive coverage of hardware security. Yy
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/ The goal of this project is to establish a set of\ e
hardware  security Implementation and
experimentation modules and enable adoption
of this lab course at other institutions through
the development of an On-Line Hardware
Security  Attack and Countermeasure

KEvaluation (HACE) Lab. /

/ Online Lab for Physical Unclonable Function PUF and \ / Keyboard Logging using USRP
True Random Number Generator TRNG

« The electromagnetic waves generated by keyboard are being

: Phhysica}:_unclonable functions (PUF? are embeddeccli structures intercepted by USRP (Universal Software Radio Peripheral).
that utilize process variations such as wire and transistor - This experiments uses E310 USRP model

variations to produce random but reproducible bit strings. ustrs S « E310 has bandwidth of 56 Mhz and frequency range from 70
» PUF keys are generated on fly rather than traditional approach ~ "@yA5 Mhz to 6 Ghz.

* GNU Radio is used to process the electromagnetic waveforms
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Logic Obfuscation — Springer Book Chapter Graduate course on Hardware Security and Outreach Engineering Camp tﬁ
. Hardware obfuscation is a technique to conceal the Introduce Hardware security to graduate and High school Students —

design from malicious insiders and outsider adversaries. | Summer | -
« Chapter overviews the traditional design flow of integrated | * A course on Hardware security was first time offered to

o . graduate students at FIT.
circuits, and assesses processes in terms of how much  Several hands on labs were introduced in the course.

info_rmation IS revealed to aid in reverse engineering the . . Total enrollment was 10.
design. ; |2 T, B « Dissemination of results: curriculum slides, hands on labs and
« This chapter also investigates IP protection schemes that W ” students presentations were posted on canvas.
are designed to prevent illegal modifications and piracy . S « The Engineering Camp was an interactive 5-day experience
for system-on-chip (SoC) IP-reuse-based design flows. PUF based random logic obfuscation. (b) into the life and studies of a student of Engineering.
Integration in design Flow « High school students were given an introduction to Hardware
\ / security, and importance of secure design flow.

« 2 hours hands on lab on FPGA design and security analysis.
« Dissemination of results: The results were disseminated form
of tutorial, seminar and printouts to the high school students.
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