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Broader Impact: Society
- Cloud service providers
- Accelerator designers
- End users requiring secure high 

performance computing

Broader Impact: Education
- Hardware security course at 

Rutgers University
- Two female PhD students 

focusing on this research

Broader Impact: Applications
- Secure multimedia systems
- Secure AI/machine learning
- Secure scientific computing

CPU-FPGA Heterogenous System

System on Chip PC/Server Cloud

Malicious 
App

Secret 
Data

Hardware 
Trojan

Secret
Data

Data Access 
Program Manipulation

CPU to FPGA Attacks

FPGA to CPU Attacks

CPU-FPGA Security Challenges

IC Manufacturing

Outsource

Crowdsource

Problem Space

Traditional 
Hardware 

Security

This 
Research

HISA: Build the Fence

Secure Monitor

Secure Agent Shared Memory

Normal Agent

Secure World Normal World

In
pu

t

O
ut

pu
t

SMC

ApproVer: Approximate Verification TZSlicer: Easy Programming 
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