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Grand Challenge Research Overview

Technical Approaches and Impacts

• Policies
–New FSM-based abstractions
–New Intent checking algorithms 

• Enforcement
– Lightweight trusted Software-defined network  gateway 

• Learning: 
–Novel ML techniques for learning context-aware models
–New mapping algorithms

• Threat  Models
–Outbound risks a la Mirai
–Understanding risks on automotive systems
–Mapping risks in 3D printer deployments 

Broader Impacts
• Open source tools for mapping manufacturing and automotive networks
• Open source network gateway implementation 
• Multiple vendor and industry interactions 
• Launched IoT initiative at Cylab with industry partners
• New course content for graduate classes
• Outreach to underrepresented groups (e.g., UNCF academy) 
• Testbed for use by other researchers
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